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Revisiting the Development of Privacy
and Future Implications
by

James D. Newsom
SUMMARY:

Privacy is a concept that is relative and subjective to numerous factors including time,
culture, tradition, religion, economic well-being, and the situations in which it is invoked.
Its sensitivity to these factors causes it to constantly evolve and respond to changes in
societal structures as new norms are adopted and advances in technologies are
incorporated into daily life. ... The U.S. and European privacy regimes have developed
and evolved in separate directions and thus value and enact legal privacy protections
differently, each seeking to balance the competing values that privacy influences. The
U.S. model has been largely a sectoral, ad hoc approach, whereas the European model
stresses the fundamental nature of privacy rights and enforces them from the top down in
an omnibus fashion. ... Most of the international disputes over privacy involve the
sharing, distribution, and dissemination of personal data, but there are other concerns that
transcend national borders as governments are increasingly utilizing new tools to spy on
their citizens and those of other countries in the name of national security and anti
terrorism. ...
HIGHLIGHT:

Privacy is once again in the forefront of political and societal debate as new technologies
and security concerns threaten the balance of privacy rights. This article examines the
conceptual and philosophical bases of privacy and the legal structures of the two
dominating privacy regimes currently vying for power in the international arena - the
United States and Europe. A further exploration of new threats to individual privacy will
illustrate the need for increased awareness of the issues and open deliberation in solving
the dilemmas of modern privacy vis-a-vis other competing societal aims.
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"Privacy is integral to freedom. You cannot have a free and democratic society without privacy.
When a state morphsfroma democracy into a totalitarian regime,
the first thread to unravel is privacy."
1

1

Ann Cavoukian, Information and Privacy Commissioner, Ontario, Canada, Address at the University of
Waterloo Computer Science Club: "Privacy by Design": A Crucial Design Principle (Feb. 27, 2007) (video
available at http://csclub.uwaterloo.ca/media/Privacy%20bv%20Design.html').

I. Introduction
Privacy rights have been a relevant and much debated theme through out modern times.
Much of this debate has been fueled by new technologies and changing perceptions of
their use and inclusion into everyday life. Now more than ever privacy is back in the
forefront of political and legal discourse as societies and governments are forced to deal
with new intrusive technologies and threats. Society's quest to determine the proper
balance between the individual's right to privacy and the public's right to know continues
to be elusive. In the one hundred plus years of debate no conclusion has been reached,
nor has this balance been reached. Now that governments all over the world have a
mandate to protect society from terrorism and national security concerns there is an
increased erosion of privacy rights in exchange for public safety, but does this exchange
have to be a zero-sum solution? In other words, can a balance be reached to preserve
privacy rights and provide the public with a reasonable amount of security in light of the
th

September 11 and other attacks worldwide?
The globalization and greater unification of the world in conjunction with new, powerful
technologies and national security threats has put into doubt expectations of privacy. In
the post 9/11 era the emphasis on national security and sophisticated information
networks are creating new challenges in preserving everyday and fundamental privacy
rights.

Public and private institutions, often in collusion, are rapidly adopting new technologies
to quietly and often obtrusively intrude into almost every aspect of life. Big Brother as
described in George Orwell's 1984 is no longer fictional idea, but quickly becoming a
reality: "It was even conceivable that [the Though Police] watched everybody all the
time...every sound you made was overheard, and, except in darkness, every movement
2

scrutinized." Governments worldwide in the interest of public safety and security are
creating new, powerful surveillance societies that unlike the Though Police in 1984 are
developing the means to watch your every move. Further, Orwell seemed omniscient in
many aspects of today's surveillance society, but even he could not predict the maturing

2

GEORGE ORWELL, 1984 3 (Signet Classic 1961) (1949).
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technologies such as RFID chips, brain scans, facial recognition cameras, biometrics, and
information networks that are quickly and pervasively being utilized unchecked and
unregulated by public and private institutions. Technologies are not just eroding privacy,
but forcing us to rethink what privacy means. Unless new concepts of privacy are
universally adopted to confront these developing technologies, a dim future in respect to
privacy rights is likely.

Recent remarks made by the Deputy Director of U.S. Intelligence Donald Kerr raise new
questions as to how the U.S. Government perceives privacy. He indicated that Americans
should change the way they view privacy and instead be confident that government and
private institutions will be benevolent guardians of the intimate details of their lives. Kerr
said that "privacy, I would offer, is a system of laws, rules, and customs with an
infrastructure of Inspectors General, oversight committees, and privacy boards on which
our intelligence community commitment is based and measured. And it is that framework
that we need to grow and nourish and adjust as our cultures change." This attempt to
redefine privacy is disturbing as news reports surface daily concerning both government
and private sector data breaches of personal information. It is unsettling that the
alternative being pushed upon us is to blindly trust these institutions that have a history of
ineptness, abuse, and priorities that do not always coincide with or value privacy as an
institution.

Information technology is radically changing and improving. Google's bid to purchase
4

5

Doubleclick and Microsoft's recent bid to purchase Yahoo! signal a market shift that
will create powerful, consolidated information clearinghouses that have great potential to

Donald Kerr, Principal Deputy Director of National Intelligence, Remarks and Q&A at the 2007 GEOINT
Symposium (Oct. 23, 2007) (transcript available at http://www.dni.gov/speeches/20071023_speech.pdf).
Google's merger with DoubleClick raises serious concerns that Google will be able to collect massive
amounts of personal data. Jeffery Chester of the Center for Digital Democracy notes that "Google will be
able to develop the most detailed profile of usersfromaround the world" and "it will become the world's
private ministry of information." See Catherine Rampell & Frank Ahrens, Google's Ad Reach My Be
Unrivaled; FTC Approves DoubleClick Deal, WASH. POST, Dec. 21, 2007, at Dl.
Like the Google/DoubleClick merger, the same privacy concerns are raised with Microsoft's bid for
Yahoo!. See Miguel Helft & Andrew Ross Sorkin, Eyes on Google, Microsoft Bids $44 Billion for Yahoo,
N.Y. TIMES, Feb. 2, 2008, at Al. Like the Google/DoubleClick merger, the same privacy concerns are
raised with Microsoft's bid for Yahoo!.
4

5
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impact not just privacy rights, but personal freedom. Yahoo!'s participation in divulging
private information on Chinese political dissidents to the Chinese government is a prime
6

example of the impact a company like Yahoo! can have over an individual's life. During
U.S. Congressional testimony concerning Yahoo!'s involvement Congressman Tom
Lantos commented that "while technologically and financially you [Yahoo!] are giants,
7

morally you are pygmies." This is the crux of the problem, Yahoo! 's priorities in seeking
out new market penetration and protecting its bottom line do not coincide with an
individual's right to privacy. The question is, as a society, can we trust a government or
corporation to protect our interests in controlling personal information?

Is there a fundamental right to privacy? What are our privacy expectations and how does
one balance these expectations within the current contexts of stopping international
terrorism and protecting national interests and everyday security? How can advances in
technologies and aggressive government and private spying be regulated to protect an
individual's right to privacy?

The former CEO of Sun Microsystems, Scott McNealy, was quoted saying that "privacy
is dead, get over it." The bluntness and negativity of McNealy's comment is stirring, but
privacy is still viable, only to be, once again, confronted with new challenges. There is a
fundamental human right to privacy, but this right is largely misunderstood, quixotic, and
highly susceptible to restraint (both in the historical and current contexts) when
technology, politics, law, and freedoms of expression collide. Tension between public
and private information is at an all time high as privacy rights are eroding so that a
superficial level of security is achieved.

The scope of this work will be to discuss how emerging technologies and the global focus
on national security have created new challenges to preserving privacy rights. The
adoption of these powerful technologies has been accelerated as the security-privacy
6

See Wang Xiaoning v. Yahoo!, No. 07-2151 (N.D. Cal. Apr. 19, 2007) (complaint of tort damage). In the
complaint, Yahoo! is accused, among other things, of voluntarily providing private information to Chinese
officials resulting in the imprisonment of political dissidents.
Catherine Rampell, Yahoo Lied About China, Legislators Say, WASH. POST, Nov. 7, 2007, at D5.
On the Record: Scott McNealy, S. F. CHRON., Sept. 14, 2003.
7
8
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pendulum has made a large shift towards the side of security often without regard to the
consequences of lost liberties. Part II of this work will discuss the concept of privacy (its
philosophical origins). Understanding the philosophical roots behind privacy is an
important step in fully appreciating the importance of privacy rights in the legal context.
Part III is an introduction of how the two dominant privacy regimes apply very different
concepts of privacy into their legally systems. It will first examine the development of
privacy in the U.S. constitutional and statutory laws. The U.S. legal framework will then
be juxtaposed with the development of the European concept of privacy as a fundamental
human right through the prominent privacy treaties and directives. Lastly, Part IV will
describe up-and-coming technologies and security initiatives that are beginning to have
significant impacts on privacy. The discussion of government and private espionage, data
mining, biometrics, RFID chips, brain scanning, and other technologies will illustrate the
need for increased awareness of privacy issues and open deliberation in solving the
dilemmas of modern privacy vis-a-vis other competing societal aims.

4

II. Defining Privacy
What is privacy? This simple question has been the source of constant debate,
consternation, and disaccord. Attempting to answer this question is further complicated
as it invariably raises other intertwined and inseparable questions such as: What does
privacy entail and protect?; Is privacy a right or merely an interest worth protecting?; and
Why is privacy so hard to define? Privacy is a concept that is relative and subjective to
numerous factors including time, culture, tradition, religion, economic well-being, and
the situations in which it is invoked. Its sensitivity to these factors causes it to constantly
evolve and respond to changes in societal structures as new norms are adopted and
advances in technologies

are incorporated into daily life. Further, privacy's

transcendental nature does not allow it to be "fixed" into single categories or thoughts there is not a single definition that can encompass all of the complicated interests that
form the right to privacy, but perhaps instead it should be merely accepted as something
of value worth protecting.

The word privacy has its roots from the classic Latin word pnvatus meaning to be "set
9

apart, belonging to oneself." This early definition merely gave differentiation to things
that were not public. Today, this public-private divide is still an important part of the
definition of privacy, but only part of the whole meaning. Black's Law Dictionary
defines privacy as "the condition or state of being free from public attention to intrusion
into or interference with one's acts or decisions" and provides two sub-definitions:
1) Autonomy privacy: The individual's right to control his personal activities without
outside interference, observation, or intrusion.
2) Informational privacy: A private person's right to choose to determine whether,
how, and to what extent information about oneself is communicated to others.

10

Dictionary definitions may seem to be the logical starting place when trying to determine
the meaning of a word or concept, but in this case it makes little sense. Dictionaries are
inherently limited, they provide a basic illustration, but leave the inquisitor lacking the
relevant background to fully understand a words meaning. Philosophers, lawyers,

9

10

THE OXFORD ENGLISH DICTIONARY, VOL. VIII 1388 (1978
BLACK'S LAW DICTIONARY

1233 (8th ed. 2004).
5

ed.).

psychologists, and theologians have written thousands of pages trying to determine the
meaning of privacy, it is unreasonable to assume that it can be solely encompassed in a
few lines of a dictionary.
Perhaps the most renowned definition of privacy is "the right to be left alone,"

11

introduced in a Harvard Law Review article by two aspiring lawyers Samuel Warren and
Louis Brandeis. For Warren and Brandeis, this conceptualization of privacy was as a
result of the advances of camera technology and the unauthorized publication of
photographs. They argued that privacy should be regulated through tort law to afford
protection to the violation of an individual's privacy. Even though this definition is over
100 years old it is still one that has a high degree of validity due to the fact that it has
been applied to counter many of the societal and technological impacts to privacy over
the past century. The "right to be left alone" was just as easily invoked in 1890 to combat
nosy photographers as it is today to counter the many intrusions into an individual's
privacy. But given the technological advances since 1890, Warren and Brandeis could not
have imagined, nor intended, that their "right to be left alone" would be used in cases
ranging from abortion to aerial surveillance, and for this reason it is becoming
progressively more difficult to invoke this definition in the modern sense of the meaning
of privacy.

Its definition is too general, vague, and misleading to account for the important concepts
that modern privacy entails. For example, it would be accepted that the right to be left
alone is paramount to the freedom an individual has from an overbearing government or
private sector intrusion into one's personal affairs, but can this "right to be left alone" be
invoked to argue that it is improper to gossip about publicly available personal
information? Would casually peering into someone's shopping cart at the grocery store
be violating the right to be left alone? Lastly, does a company like Amazon.com violate a
person's right to be left alone by using past purchase data to suggest other books the
purchaser might be interested in? Certainly the latter examples may irritate one's
boundaries of private space and the decorum of appropriate behavior, but it can hardly be
11

Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV. 193, 193 (1890).
6

used in defense of privacy in relation to the right to be left alone. For this reason it is
essential to look deeper into the varying theories as to what exactly privacy entails.
A. Privacy in the Context of Intimacy
Charles Fried in his 1968 article, Privacy, contextualizes the right to privacy by equating
it as a necessary part of human relationships. Thus, he affirms that "without [privacy] one
12

cannot fully develop friendship, love and trust." He argues that the act of entering into
relationship entails different degrees of intimacy that through privacy one controls the
sharing of private information such as beliefs and emotions. Mutual respect of the other's
privacy forms the "moral capital" that in turn enables the parties to create an atmosphere
13

of love and friendship. Privacy in its complete sense not only allows us to "define our
14

relations to others but also to our freedom to define ourselves." If one's actions and
mistakes were constantly monitored or scrutinized without the intimacy to determine the
extent of one's relations or the ability to retract into solitude, then one cannot completely
and

independently

develop

individual

thought

processes,

beliefs,

values,

or

consciousness. In sum, Fried in his reasoning seeks to show the importance of privacy as
related to our basic values of intimacy and the symbiosis to individual development and
interpersonal relationships.

Not all philosophers agree with Fried's view of intimacy. Jeffrey Reiman refutes the
withholding of information in the context of intimacy in relationships with his theory that
"privacy is a social ritual by means of which an individual's moral title to his existence is
15

conferred." In Reiman's opinion, the true essence of relationships is the act of caring
and the sharing of experiences, not just "swapping information." He offers the example
of someone divulging intimate secrets to a psychologist. The revelation of information
does not imply that the psychologist and the patient have necessarily formed an intimate
relationship or love. Instead, the sharing of information and the lessening of privacy only

12
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Charles Fried, Privacy, 77 YALE L.J. 4 7 5 , 4 7 7 (1968).
See id. at 484.
Id. at 485.
Jeffrey H. Reiman, Privacy, Intimacy, and Personhood, 6 PHILOSOPHY AND PUBLIC AFFAIRS 26, 3 9

(1976).

7

16

furthers one's desire to care and be intimate. In his words privacy is "a right which
protects [the] capacity to enter into intimate relationships, not because it protects [the]
reserve of generally withheld information, but because it enables [one] to make the
commitment that underlies caring."

17

B. Privacy as personal autonomy
Intrusion, surveillance, and control of personal information are often entered into the
privacy debate as inhibitors to an individual's personal autonomy and self-determination.
The argument is that one's autonomy is essential to the creation of one's self or
"personhood" and everyone should have the right to develop without the interference of
intrusion. Reiman defines this condition as the ownership of an individual's "physical
and mental reality in the sense that he is morally entitled to realize his destiny through it,
and thus that he has at least a strong presumptive moral right not to have others interfere
with his self-determination."

18

It is important to note that human beings are social creatures that do not live in isolation.
The very nature of being human involves the interaction with others, therefore privacy in
its perfect sense (e.g., complete seclusion) is impossible. Having understood this, the next
question is, to what degree of isolation or privacy should one have within the context of
society? Stanley Benn promotes that the "general principle of privacy might be grounded
19

on the more general principle of respect for persons." He argues that interaction with
others, whether it be in close personal relationships or as a private citizen, is intrinsically
tied to a basic, mutual respect. Through this mutual respect individuals are allowed to
achieve a high degree of autonomy and personal choice. Christopher Bryant furthers this
argument seeing that privacy should focus on "the capacity of the individual to manage
the presentation of his self to others,"

even though this autonomy of choice may at

times be paradoxical within the contexts of social interaction. He illustrates this point by
16

See id. at 33-34.

17

Id. at 44.
Id. at 39.

18

19

Stanley I. Benn, Privacy, Freedom, and Respect for Persons, in PHILOSOPHICAL DIMENSIONS OF
PRIVACY: AN ANTHOLOGY 228 (Ferdinand D. Schoeman ed., 1984).
20
Christopher G.A. Bryant, Privacy, Privatisation and Self-determination, in PRIVACY 67 (John B.
ed., 1978).
8

Young

questioning the woman who is offended at the thought of a peeping torn watching her
undress, but who will freely choose to sunbathe topless.

Privacy need not resolve these

contradictions of social interaction because it forms the basis of self identity and
expression, what is important is that one has the choice to be private or public based on
his individual notions of acceptability.

Proponents of the necessity of autonomy see surveillance and observation (especially by
the state) as the antithesis and the most serious threat to autonomy. Alan Westin worries
that forced intrusion into one's "psychological armor" will subjugate the person's most
inner secrets to others, thus loosing a certain amount of personal control and individual
22

sovereignty. Kent Greenawalt remarks that:
A substantial degree of freedom from observation is essential if there is to be any
genuine autonomy; and real choice also depends on the ability of persons to enjoy
states of privacy without intrusion. Thus, control of and freedom from intrusion
are, in part, means by which greater autonomy exists.
23

For these reasons the proponents often distinguish privacy as an integral part of free,
democratic societies invoking such ideals as liberty. John Locke discusses man's entering
into a social contract to form a government. The act of creating the contract assumes that
a certain amount of freedom and autonomy is ceded to the government in exchange for
24

peace and security. But entering into the contract did not mean one lost all liberty,
25

according to Locke, the contract's ultimate goal is to preserve liberty. Similarly, J.S.
Mills in his memorable essay, On Liberty, critiques government control and tyranny of its
citizens and characterizes liberty as the "inward domain of consciousness; demanding
liberty of conscience, in the most comprehensive sense; liberty of thought and feeling;
absolute freedom of opinion and sentiment on all subjects, practical or speculative,
26

scientific, moral, or theological." In 1860, the concept of privacy had not yet been fully

21

See id.
Alan F. Westin, Science, Privacy, and Freedom: Issues and Proposals for the 1970's: Parti: The
Current Impact of Surveillance on Privacy, 66 COL. L. REV. 1003, 1023 (1966).
Kent Greenawalt, Privacy and its Legal Protections, THE HASTINGS CENTER STUDIES: THE FUTURE OF

22
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INDIVIDUALISM, Sep. 1974, at 49.
JOHN LOCKE, SECOND TREATISE OF GOVERNMENT,
2 4

25
2 6

§ 97 (1690).

Id. at § 222.
J.S. MILLS, ON LIBERTY, ch. 1 (1860).

9

developed, but Mills' sense of liberty clearly infers the necessity of privacy as an
important individual function in free societies; liberty and privacy are synonymous in this
aspect.
In contrast, privacy in totalitarian societies does not exist as the totalitarian state demands
absolute loyalty through destroying individual relationships and free expression by
instilling surveillance systems to ensure the hegemony of state. Democratic societies
depend on individualism, openness, and innovation to survive. Privacy creates the
atmosphere for the cultivation of "sociability, expression of independent ideas, resolution
of community conflicts, criticism of government, and formation of a consensus on public
policy."

27

Seeing that democratic societies have a strong interest preserving and

furthering the basic ideals that make their societies free, privacy must be protected as the
basis for autonomy and public participation.

C. Privacy in the information age
Before the advent of the Information Age the quantity of information was restricted to the
limits of physical storage space and accessing the information was inefficient, often
requiring physical presence. Effectively, there was no real threat to information privacy.
Today, the use of computers now allows seemingly unlimited amounts of digital storage
space and instantaneous access of vast amounts of personal information prompting
scholars to take a new look at privacy. The adoption of these technologies is changing the
way people interact with each other and has created new privacy implications as both
private and public organizations are able to cheaply and efficiently store vast amounts of
personal information. Viktor Mayer-Schonberger contends that information retention is
challenging society's capacity to forget: "in our analog past, the default was to discard
28

rather than preserve; today the default is to retain." The ramifications of uninhibited
information retention will "constrain our willingness to engage in and further our open
27

For a further discussion of the differences between totalitarian and democratic societies, see Westin,

supra note 22, at 1018-20. Also, see THE FEDERALIST Nos. 10, 51 (James Madison). The Founding Fathers

certainly took the protection of liberty and the benefits of diversity in opinion seriously. Madison in these
two papers argues that one of the government's primary functions should be the protection of liberty, which
is indispensable to the life of government.
28

Viktor Mayer-Schonberger, Useful Void: The Art of Forgetting in the Age of Ubiquitous Computing 4

(Kennedy Sch. of Gov't, Working Paper No. RWP07-022, 2007).
10

society."

Richard Wasserstrom furthers this idea by arguing that "an inevitable

consequence of such a practice of data collection would be that persons would think more
carefully before they did things that would become part of the record. Life would to this
degree become less spontaneous and more measured."

30

Information technology has forced philosophical and legal theorists to update the concept
privacy from new angles to resolve the conflicts the technologies have created. Alan
Westin's modern definition of privacy is "the claim of individuals, groups, or institutions
to determine for themselves when, how, and to what extent information about them is
communicated to others."

Since one's wish to have privacy is equally motivating as

one's wish for societal participation, the individual is in constant adjustment, balancing
32

the information he wishes to disclose. He maintains that limited communication is the
only realistic way to preserve privacy in the complexities of modern and especially urban
life.

33

Fried, like Westin, agrees that control of information is important and offers the view
that:
Privacy, thus, is control over knowledge about oneself. But it is not simply control
over the quantity of information abroad; there are modulations in the quality of
the knowledge as well. We may not mind that a person knows a general fact about
us, and yet feel our privacy invaded if he knows the details. For instance, a casual
acquaintance may comfortably know that I am sick, but it would violate my
privacy if he knew the nature of the illness. Or a good friend may know what
particular illness I am suffering from, but it would violate my privacy if he were
actually to witness my suffering from some symptom which he must know is
associated with the disease.
His simple example highlights the potential violations that could occur without proper
34

control surrounding the control of information. This is difficult though because not all

Richard A. Wasserstrom, Privacy: Some Arguments and Assumptions,
PRIVACY: AN ANTHOLOGY 328 (Ferdinand D. Schoeman ed., 1984).
ALAN F. WESTIN, PRIVACY AND FREEDOM 7 (1967).
3 1

32

Id.

33

Westin, supra note 22, at 1022.
Fried, supra note 12, at 483.

34
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in PHILOSOPHICAL DIMENSIONS OF

information is sensitive to violations of privacy and depends on the situation or
relationship in which it is asked.

35

Additionally, Judith DeCew notes that information privacy is extremely relative "because
what counts as personal information may vary from group to group or individual to
36

individual, and may change over time, there is no fixed realm of the private." Most of
the scholars focus their energies and analysis on the types of intimate information that
ought to be protected, but Helen Nissenbaum correctly asserts that many non-intimate
-in

forms of information could have a substantial chilling effect on personal behavior. For
example, data aggregation now allows the connection bits and pieces of information like
the purchase of cigarettes, what political party a person belongs to, the types of books
purchased, etc. A portrait of a person could easily be drawn based on a few seemingly
TO

innocuous transactions of personal information.

The fear is that without proper

regulation, these innocent transactions could have serious consequences for the
individual. What would stop an unscrupulous insurance company from raising insurance
premiums on individuals based on their food buying habits?
The supporters of information privacy assess the need for legal institutions to account for
these new types of privacy intrusions by endorsing information self-determination. By
giving people deference to the disclosure of personal information they are afforded
*
greater control of their privacy. Proposals range from requiring consent to release
39

information to the commoditization of information which views information as personal
property.

3

40

See Helen Nissenbaum, Protecting Privacy in an Information Age: The Problem of Privacy in Public, 17

559, 584 (1998).
Judith Wagner DeCew, The Scope of Privacy in Law and Ethics, 5
(1986).
See Nissenbaum, supra note 35, at 593.
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SeeId. at 589.
See, e.g., H.J. McCloskey, Privacy and the Right to Privacy, 55 PHILOSOPHY 17, 23 (1980).
See generally, Francis S. Chlapowski, Note, The Constitutional Protection of Informational Privacy, 71
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B.U. L.REV.

133 (1991).
12

Critics of information privacy will often cite that there are beneficial uses to collecting
and analyzing information. Certainly in terms of national security there is an impetus to
collect as much information as possible to root out potential criminals and terrorists.
Likewise, one would not want privacy laws to hinder the disclosure of medical
information during an emergency or the obstruction of financial information to evade
paying taxes; on face value these types of information sharing are inherently positive.
Richard Posner makes a convincing argument that in purely economic terms the
41

concealment of information makes little sense. He opposes information privacy because
it creates inefficiency in the marketplace and refutes that protecting and concealing
information in certain contexts could border on fraud (e.g., it is not appropriate for a
seller to conceal defects in a product, likewise a potential employee should not be able to
conceal pertinent information from an employer).

42

Other critics argue that information privacy is nothing new, but only builds upon and
repackages existing arguments, as Ruth Gavison indicates, "part of the new interest in
privacy is not caused by new needs, but rather by new doctrinal moves or hopes for legal
43

change." And indeed, many of the information privacy arguments do mirror or at least
bare some resemblance to other arguments of privacy, but these critics underestimate the
potential harm that could arise from information technologies. The exponential growth in
computing power and the ever smarter artificial intelligences will likely create a new kind
of intrusion that is far more disturbing than previously imagined. These new intrusions
have necessitated an entirely new discourse and action in the privacy debate.

D. Privacy as a right or concept?
Lastly, there is some debate worthy of discussion regarding the notion or status of
privacy. Privacy as a concept, interest, right, claim, principle, function, or value are just a
few words present in the discourse. Since it is difficult to explain and define not all
privacy scholars agree that it can be defined as a right. DeCew argues that calling privacy
a right can be limiting and confusing and instead should be approached as an interest or
41
42

43
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claim. She says that "I shall refer to privacy as an interest (which can be invaded), by
which I mean something it would be a good thing to have, leaving open how extensively
44

it ought to be protected." Certainly categorizing privacy as a right has it problems since
rights are often seen as absolute and the line between interests, legal rights, and moral or
natural rights is not clear. DeCew attempts to remove the paradox of privacy as a right in
order to simplify the argument of to what degree privacy should be protected, in this
sense it makes no difference if privacy is a right or merely a claim. Kent Greenawalt
further confuses the issue indicating that "privacy is not a claim; it is a situation or
freedom about which claims may be made."

45

There is some suggestion that privacy is not an independent right, but one derived from
other rights. Warren and Brandeis looked to various issues from invasion of property
rights to violations of contract to bolster that their "right to be left alone" ought to deserve
46

its own standing. Later, William Prosser would do the same by categorizing hundreds
47

of cases into his four now famous privacy torts. Judith Thomson suggests that are a
cluster of rights that overlap with privacy because the line between the right in question
and the right to privacy is vague. She affirms that "right to privacy" cases can be won
without ever invoking privacy, but instead by invoking the true nature of the violation
such as the right to bodily integrity or property rights.

A legal right to privacy is often intangible because "the law's concern very reasonably
has been with wrongful invasions of privacy, not with the philosophical question of what
49

constitutes an invasion of privacy." Nevertheless, the proponents of privacy as a right
affirm that privacy is a basic need of man therefore should be treated as an intrinsic right.
Glen Negley argues this point through his discussion of how societies value the
individual. Although he affirms that morality of privacy and the individual are embroiled
with historical relativity, he concludes that "if privacy is defined as an essential
4 4

4 5

4 6
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requirement for the achievement of morality, then privacy is a right that the law must
protect and provide."

50

Lubor Velecky shares a similar opinion assuming that "laws

ought to be made for the moral good of a community and the individuals in it. In this
perspective a legal right to privacy exists only because the community in question has
51

certain moral convictions about privacy as a moral good of its members." Even though
many theorists refuse to acknowledge privacy as a right, it should be noted that there is a
large number of countries and international organizations that give privacy explicit
constitutional protections and in some instances exalt it to the level of a fundamental
human right.

The relationship between law and society is a crucial bridge to gap, for it is law that often
reflects and in turn protects societal needs. Ruth Gavison argues that an explicit legal
commitment to privacy is critical especially from social and technological changes, but
52

also from the perspective that privacy stems from a moral institution. In her analysis,
she does not contend that privacy should be absolute, but it will have to be balanced with
53

other values. The advantages to an explicit commitment to "...privacy as a legal value
54

may help raise awareness of its importance and thus deter reckless invasions." It will
serve to encourage the law to protect privacy in situations in which it is reluctant to do so,
influence the law to presumptively favor privacy, and provide an educational element
55

furthering the use and availability of privacy protections. An explicit commitment and
affirmation to legally protecting privacy will "remind us of the importance of privacy,
and thus to color our understanding of protection in specific contexts."

56

E. U.S. and European Concepts of Privacy
Despite all of the philosophical arguments for and against privacy, it is a particular
society that ultimately decides how and why privacy is to be protected and valued. There
50
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is no better example of how two societies value privacy differently than that of the U.S.
and Europe. Curiously though, the justifications and roots of privacy are not based on
privacy at all, but two distinct cultural phenomena and historical antecedents. These
cultural paradigms are distilled into the American view on liberty versus the European
protection of dignity. Part of the reason that privacy is so prominently contested is due to
the significance of liberty and dignity in the two respective cultures. In 1775 the call to
57

arms of the American Revolution was "Give me Liberty or give me Death!" Yet,
Europeans equally revere their concept of dignity. Consider the following quotation from
William Shakespeare:
"Mine honor is my life; both grow in one;
Take honor from me, and my life is done."

58

It is clear that the concepts of liberty and dignity are not frivolously enshrined or
respected.

The American revolutionary ideals and the later construction of the government
framework emphasized righting the injustices suffered during the colonial period. The
U.S. "is much more oriented towards values of liberty, and especially liberty against the
state. At its conceptual core, the American right to privacy still takes much the form that
it took in the eighteenth century: It is the right to freedom from intrusion by the state,
59

especially in one's own home." The gravity toward the ideals of liberty and distrust of
government stems from this volatile period that still strongly resonate within American
society. The realization that the protection of privacy by means of ensuring liberty (and
vice versa) is key to understanding the way the U.S. views privacy. Consequently, most
of the privacy protections in the U.S. concentrate on limiting government powers and
minor prominence is placed on the private sector. Extensive personal information in the
hands of private enterprise is of little concern to Americans compared to their unease
60

with government information collection. The importance of allowing the free flow of
Attributed to Patrick Henry.
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information is closely tied to the American view on freedom of speech and belief in the
61

capitalist, market based economy. Lastly, privacy rights in the U.S. are not considered
absolute, privacy is constantly balanced with other competing rights.

62

In Europe, dignity and honor are the driving forces behind the privacy debate. So much
so that EU Charter of Fundamental Rights is founded on the basis of human dignity.
Article one of the Charter states that "Human dignity is inviolable. It must be respected
63

and protected."

The core principles of one's image, name, and reputation, and the desire

to avoid humiliation are overriding concerns,

64

but further protections of personal

information reflect the atrocities and experiences the Europeans experienced during
World War II. Not wanting to repeat the abuses of data and authoritarian regimes similar
65

to the Nazi occupation, strong privacy and human right protections prevail. It would
seem contradictory that the Europeans have given extensive powers to the government in
protecting privacy in seeking to prevent authoritarian regimes, but this is more indicative
of the legal structures and deference to the government being the guarantor of rights and
66

the provider of essential services. "[W]hen it comes to privacy, Americans generally do
not assume that the government necessarily has citizens' best interests at heart...The
European paradigm assumes a much higher comfort level with a far more authoritarian
government."

Also, Europeans do not like the fact that businesses and corporations

have access to personal information, therefore strong data protection directives regulate
privacy as a fundamental and inviolate right, seldom trumped.
In conclusion, privacy whether a claim, concept, right, interest, or descriptive word will
continue to be elusive, but its exact meaning is unimportant as long as privacy is
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universally accepted as a basic human need worthy of protection. Privacy is deeply
connected to establishment of one's self, relationships, autonomy, and the control of
personal information. Some argue that privacy is not limited to humans but a fundamental
68

part of biological existence, bordering on an instinctual function of all animal life, while
others claim that privacy is a socially derived institution (logically, if society did not
69

exist, then privacy would not be an issue). The average person certainly does not need
to understand the philosophical debate or care if privacy is a right or merely a concept,
but he knows that privacy exists and that he is entitled to benefit from it.

70

Justice Potter Stewart once wrote the famous words of, "I know it when I see it," to
determine the threshold of obscene content, but what he was actually attempting to
express is an evident reality even though the categorization of the reality is subjective and
lacks clearly defined parameters. This phrase could be used to describe the relativity of
privacy. Conceptually and often legally privacy is difficult to define, but that does not
prevent someone from knowing when his privacy has been infringed upon. Regardless of
the country, society, culture, perception, or time period privacy has always existed and
will continue to do so. As global interaction increases and unifies the different attitudes
towards privacy, tensions and disagreements will arise that will have to be resolved and
harmonized in order to foster efficient markets and to balance national security interests,
while yet at the same time seeking to preserve the varying protections of individual
privacy.

For the purposes of this essay it is not relevant to "choose sides" in the philosophical
debate on privacy, but it would be helpful to decide on a determination of the word in
order to reach a conclusion on the technological and security impacts in the current and
future international legal organizations of the concept. Judith DeCew's definition of
privacy as "whatever is not generally, that is, according to a reasonable person under
normal circumstances, or according to certain social conventions, a legitimate concern of

See Alan F. Westin, The Origins of Modern Claims to Privacy, in PHILOSOPHICAL DIMENSIONS OF
PRIVACY: AN ANTHOLOGY 59
CATE, supra note 66, at 22.
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others because of the threat of scrutiny or judgment and the potential problems following
from them"

71

seems practical, but lacks the importance that is placed on privacy as a

prerequisite human need. In this sense it is crucial to view privacy as necessary and
grounded in basic morality (regardless of society), almost sui generis in nature, but
connected to the differing ideas of the concept of the person. The legal rights to privacy
stem from this moral basis, but these legal rights are not absolute, therefore the question
becomes not whether privacy as an institution or right exists, but to what level should a
democratic society should value and protect it?

DeCew, supra note 36, at 172.
19

III. The Legal Frameworks
In the international context, consensus on what constitutes the "legal right" to privacy has
not been reached. Since privacy interrelates to historical, societal, moral, and political
aims and differences,

there has been no universally accepted definition

or

acknowledgement of how to view or regulate privacy. Ken Gormley notes that "legal
privacy consists of four or five different species of legal rights which are quite different
from each other and thus incapable of a single definition, yet heavily interrelated as a
matter of history, such efforts to completely sever one from another are (and have been)
72

disastrous." Nevertheless, two competing legal regimes have emerged: the United
States and European privacy models. While the U.S. and Europe are vying for dominance
in the privacy debate, countries outside of these two legal regimes have had to choose
sides and make difficult decisions on how to best protect their interests and maintain
relationships with the two dominating privacy factions.
The U.S. and European privacy regimes have developed and evolved in separate
directions and thus value and enact legal privacy protections differently, each seeking to
balance the competing values that privacy influences. The U.S. model has been largely a
sectoral, ad hoc approach, whereas the European model stresses the fundamental nature
of privacy rights and enforces them from the top down in an omnibus fashion. These
different legal approaches in combination with the philosophical leanings that the two
regimes have towards privacy create distinctions that are beginning to collide as the
world becomes more globally intertwined.

A. The US Perspective
The attitude in the United States towards privacy is an interesting dichotomy with no
suggestion that privacy is granted the status of an absolute, inalienable right. In fact the
word privacy is not mentioned at all in the U.S. Constitution, but instead privacy is
derived and inferred from a number of constitutional amendments, Supreme Court
decisions, tort protections, and an assortment of statutory laws. Even though privacy is
not explicit it is often considered as important as any other fundamental rights and
72
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cherished vehemently. In 1776 the drafters of the Declaration of Independence eloquently
established that "We hold these truths to be self-evident, that all men are created equal,
that they are endowed by their Creator with certain unalienable Rights, that among these
73

are Life, Liberty and the pursuit of Happiness."

This concept and fervent protection of

liberty are ideals present at all levels of American discourse and frequently elicited for
the protection of privacy rights in the U.S. Arguably one of the most important
inalienable rights for the pursuit of life, liberty, and happiness is the ability to mature
independently and privately. It is with this frame of reference that has caused privacy to
evolve and entrench itself into the heart of the most controversial issues that have shaped
American life.

1. Constitutional framework
When deconstructing the right to privacy in the U.S. it is pertinent to first look at the
constitutional protections. As previously mentioned, the word "privacy" does not appear
in the Constitution, but privacy as a "right" is generally construed from the First, Third,
Fourth, Fifth, Ninth, and Fourteenth Amendments. Through the application of these
amendments the Supreme Court attempts to bring certainty and predictability to how
privacy rights are ordained. This is not an easy task since privacy issues have constantly
surfaced in a wide variety of seemingly unrelated issues, but the relevant cases areas in
understanding the evolution of U.S. privacy rights are found in three basic subject areas:
the First Amendment cases, the Fourth Amendment cases, and the cases involving
making

intimate,

fundamental

decisions

(invoking the Fourteenth

and Ninth

Amendments). Lastly, information privacy is in its infancy in constitutional
jurisprudence, but ought to enjoy its own category in the future as its importance grows
and with the resolution of additional cases.

a. The First Amendment establishes that "Congress shall make no law respecting an
establishment of religion, or prohibiting the free exercise thereof; or abridging the

THE DECLARATION OF INDEPENDENCE para. 2 (U.S. 1776) (emphasis added).
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freedom of speech, or of the press; or the right of the people peaceably to assemble."
Inherent in the wide array of "free speech" principles ordained by this amendment are
competing rights that must be balanced thus making privacy in this context murky and
75

uneven. For example in Stanley v. Georgia,

the Court overturned the conviction of the

possession of obscene materials, reasoning that free speech can be interpreted as the right
to independent thought and dissemination. The justices affirmed that "if the First
Amendment means anything, it means the State has no business telling a man, sitting
alone in his own house, what books he may read or what films he may watch. Our whole
constitutional heritage rebels at the thought of giving government power to control men's
minds."

The Court in justifying this right to free speech was required to invoke the

protection of privacy rights. If the Court did not account for an individual's privacy, then
free speech would be compromised.

77

In further cases, Frisby v. Schultz

upheld a Wisconsin ban on residential picketing

citing that the State has an interest in protecting the privacy and tranquility of one's
home. The Court often defers to the inviolability of one's home in free speech cases, but
the absolute privacy of one's home is entirely situational. For example, in Breard v. City
of Alexandria,

the Court overturned a local law forbidding door-to-door solicitation. In

this case, the magazine salesman's right to free speech overrode the homeowner's right to
privacy: "[T]he constitutionality of Alexandria's ordinance turn[s] upon a balancing of
the conveniences between some householder's desire for privacy and the publisher's right
to distribute publications in the precise way that those soliciting for him think brings the
best results."

Other cases concerning the right to privacy in public have considered the

content of the free speech and the offence to an individual's privacy. In these situations
where free speech in public settings is at issue, privacy does not always prevail. So called
"captive audience" cases highlight the balance between an individual's privacy and free
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speech. Public Utilities Commission v. Pollak,

for example, affirmed that music

broadcasted on public street cars does not interfere with one's "right to be left alone," but
if the music is "loud and raucous," then one might have grounds to invoke privacy
protections.

81

Closely related to the First Amendment cases are the tort remedies concerning privacy.
Whereas constitutional privacy protects an individual from government intrusion, the
torts inspired by Warren and Brandeis' law review article establish a remedy against
intrusion from private individuals, especially the press. In some cases these torts must be
balanced with the First Amendment's right of free press,

82

for example, should a

newspaper have the right to publish the name of a rape victim that wishes to remain
83

anonymous?

These torts were originally proposed and classified by William L. Prosser

84

85

in I960 and later incorporated into the Restatement (Second) of Torts. The torts as a
whole are considered one "invasion of privacy" tort, but are classified in four distinct
torts:
1) Public Disclosure of Private Facts - The liability of publicly disclosing facts that
are "highly offensive to a reasonable person" and that are "not of legitimate
concern to the public."

86

2) Intrusion upon Seclusion - "One who intentionally intrudes, physically or
otherwise, upon the solitude or seclusion of another or his private affairs or
concerns, is subject to liability to the other for invasion of his privacy, if the
intrusion would be highly offensive to a reasonable person."

80
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3) False Light - This tort does not allow one to expose another in a false light. This
false light would have to be "reckless" publicity that is "highly offensive to a
reasonable person."

88

4) Appropriation - "One who appropriates to his own use or benefit the name or
likeness of another is subject to liability to the other for invasion of his privacy."

89

Since individual states are at liberty to define their own tort laws, there is no uniform
application of the torts. Further, they are controversial in themselves since they are full of
subjective interpretation and ambiguity. Nevertheless, they form a basis of what is
deemed acceptable and appropriate behavior in regards to the conduct of private
individuals and the dissemination of private information.

90

b. The Third Amendment prevents the government from quartering soldiers in individual
homes. It simply states that "No Soldier shall, in time of peace be quartered in any house,
without the consent of the Owner, nor in time of war, but in a manner to be prescribed by
91

law." This amendment does not overtly allude to privacy, but it is another part of the
argument to the constitutional sanctity the home.

c. The Fourth and Fifth Amendment Cases
The Fifth Amendment is a rarely contested right-to-privacy amendment. It establishes the
privilege against self-incrimination: no person "shall be compelled in any criminal case to
92

be a witness against himself." Justice Bradley wrote that government acts of forced
divulgement of information "may suit the purposes of despotic power; but it cannot abide
the pure atmosphere of political liberty and personal freedom."

93

Thus, the right of a

person to be secure in himself and not divulge incriminating evidence information is key
not only to one's personhood, but to the very nature of a free society.
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Fourth Amendment, often in combination with Fifth Amendment, jurisprudence is
perhaps the clearest and most evolved form of privacy protection constitutionally
ordained; it is the quintessential expression of the revolutionary ideals crafted by the
Founding Fathers to defend against the injustices suffered under colonial rule and is the
seminal and most apparent source of privacy emanating from the Constitution. This right
is expressed in the Bill of Rights as:
the right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no warrants
shall issue, but upon probable cause, supported by oath or affirmation, and
particularly describing the place to be searched, and the persons or things to be
seized.
94

The wording of this amendment strongly indicates the drafters' desire to provide broad
protection, but at the same time limit the protection in a way that allows the State under
certain circumstances means of intrusion. Some of the earliest Constitutional debates
have centered around the meanings of the words found in this amendment and continue
today as this right is sensitive to new technologies and law enforcement techniques.
95

Boyd v. United States, decided,

in 1886, opened the Forth Amendment privacy debate

and was influential in establishing the basis for the protection of government intrusion
96

into the "sanctity of a man's home and the privacies of life." The case involved the
unlawful seizure of evidence and the governments attempt to compel the defendant to
produce documentation later found to be protected by the Fifth Amendment. The Court
found that the "...Fourth and Fifth Amendments run almost into each other" with the
"...invasion of [the defendant's] indefensible right of personal security, personal liberty
and private prop erty... "
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But it was not until 1928 with the Olmstead decision that first major Forth Amendment
controversy was debated. Olmstead v. United States

concerned the legality of wiretaps

installed from the outside of a suspect's house (the law enforcement never trespassed

U.S. CONST, amend. IV.
Boyd v. U.S., 116 U.S. 616 (1886).
Id. at 630.
Id.

See Olmstead v. United States, 277 U.S. 438 (1928).
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onto the property in the installation of the wiretaps). The Court not wanting to expand the
scope or meaning of the Fourth Amendment refused to acknowledge that telephone
conversations in this case were protected. There was never any trespass, therefore there
was never a violation of the Fourth Amendment. They reasoned that a person "who
installs in his house a telephone instrument with connecting wires intends to project his
99

voice to those quite outside," and that Congress should legislate the admissibility of
telephone communication rather than infer Fourth Amendment protection.

100

However,

Justice Brandeis' dissent in this case would prove to be far more significant in future
cases in his reaffirmation of his "right to be left alone." He argued that the Constitution
must keep up with new innovations and that "every unjustified intrusion by the
government upon the privacy of an individual, whatever the means employed, must be
deemed a violation of the Fourth Amendment."

101

Brandeis understood the ramifications

of technology and its impact on privacy: "subtler and more-far-reaching means of
invading privacy have become available to the Government. Discovery and invention
have made it possible for the Government, by means far more effective than stretching
upon the rack, to obtain disclosure of what is whispered in the closet."

102

He further

asserted that:
"The makers of our Constitution undertook to secure conditions favorable to the
pursuit of happiness. They recognized the significance of man's spiritual nature,
of his feeling and of his intellect...They sought to protect Americans in their
beliefs, their thoughts, their emotions and their sensations. They conferred as
against the government, the right to be left alone—the most comprehensive of
rights and the right most valued by civilized man."
His views would remain largely unheard until technology and privacy would collide
103

again in Katz v. United

104

States.

The years leading up to the Katz decision would be crucial in influencing a pronounced
105

shift in Fourth Amendment protections. In Silverman v. United States
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the Court

Id. at 466.
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appeared to be loosening its rigid interpretation of the Fourth Amendment when it
refused to allow evidence obtained with the use of a "spike mike," a microphone that
utilized a house's heating duct to conduct sound waves from the private conversations
inside. The justices affirmed that "at the very core [of the Fourth Amendment] stands the
right of a man to retreat in his own home and there be free from unreasonable
government intrusion."

106

This case, in conjunction with the widespread use of improving

technologies, the strengthening of government powers under the leadership of J. Edgar
Hoover, and security concerns of the Cold War, forced the Court to reevaluate the
balance of Fourth Amendment protections.

The question confronting the Court in the Katz case specifically concerned the
admissibility of evidence gathered from the wiretapping of a public phone booth, but
generally they were forced with whether or not the Fourth Amendment can be broadened
to include a far-reaching right of privacy. This case was unique in the fact that it once
again broached to role of technology, but this time the invasion of privacy was in public,
outside of the home. The Court reasoned that "the Fourth Amendment protects people,
not places."

107

In this one sentence the justices would not only expand the scope of the

Fourth Amendment to deal with the problem of new technology, but they would reject
the "trespass doctrine" and expand protection to include areas that were outside of the
previously accepted "zones" of privacy, i.e. one's home or papers. A new privacy test
would be employed to control government actions: 1) "that a person have exhibited an
actual (subjective) expectation of privacy" and 2) that the expectation be one that society
is prepared to recognize as 'reasonable.'"
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Kyllo v. United States
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is a recent Supreme Court case to wrangle with an emerging

technology and its implications on the privacy rights of an individual. The case centers on
the use of a thermal imaging device that was used in order to obtain a search warrant of a
suspect's house.
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Danny Kyllo was engaged in a small marijuana growing operation based in his house.
During the police investigation officers used the Agema Thermovision 210 thermal
imager to confirm the existence of lamps used in the cultivation of the marijuana plants in
the suspect's garage; the scan of the house, taken from across the street, showed
unusually warm spots in relation to the rest of the house. This scan in conjunction with
other evidence convinced a judge to issue a search warrant of the premises which
confirmed the officers' original suspicions.

In the majority opinion Justice Scalia acknowledges that "it would be foolish to contend
that the degree of privacy secured to citizens by the Fourth Amendment has been entirely
unaffected by the advance of technology."

110

He went on to further say that "the question

we confront today is what limits there are upon this power of technology to shrink the
realm of guaranteed privacy."

111

The majority again looked at the Katz decision to

determine what degree of privacy is reasonable in this circumstance. Plain view searches
had long been upheld: basically if a police officer sees something out in the open, then he
is allowed to investigate further without having to solicit for a warrant.

112

Kyllo brings up

an entirely different issue as to whether searches could encompass a "sense-enhancing"
technology that enabled the officers to "see" what was occurring inside the home.

113

The

Government maintained that the thermal image search should be upheld since it only
showed "only the heat radiating from the external surface of the house"

1 1 4

(thus in plain

view). The majority, however, rejected this argument reasoning that the use of this
110
111

Id. at 33.
Id. at 34.
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See Harris v. United States, 390 U.S. 234 (1968) for the origins regarding the "plain view doctrine."
Also, see California v. Ciraolo, 476 U.S. 207 (1986) for the Supreme Court's examination of plain view
searches with the use of aerial surveillance. Even though the use of an airplane was novel in this case it is
no different than seeing something in plain viewfromthe street. "The Fourth Amendment protection of a
home has never been extended to require law enforcement officers to shield their eyes when passing a
home on public thoroughfares."
Some sense-enhancing technologies have been found to be legal. The Court had previously broached
this subject when the Environmental Protection Agency utilized commercial grade mapping cameras to
document evidence. The Court upheld the cameras' use since the cameras merely enhanced human senses
and did not reveal anything that could not have been normally seen. Also, the Court noted that the cameras
were publicly available for use and purchase. See Dow Chemical Co. v. United States, 476 U.S. 227
(1986).
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Kyllo, 533 U.S. at 35.
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technology is far too intrusive and could potentially reveal too many intimate details of a
person's life within the confines of the sanctity of one's home and that this intrusion
would not be obvious upon physical intrusion of the home. Also, relevant in its decision
was the fact that thermal imaging is not in general public use. The Court seemed to
struggle with how exactly to deal with the advancement of technology and the balance
between government and private interests. On one hand, the Court wants to apply the
Katz test to determine what would be a reasonable expectation of privacy, but in the end
they seem to fall back on the pre-Katz doctrines of protected areas and the Trespass
Doctrine.
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Regardless of how they arrived at their decision, this case clearly expresses a

sentiment that technology has a profound impact on privacy and the difficultly the Court
has in determining the limitations that should be placed upon technology. This case will
no doubt be one of many future cases examining the ramifications and effects that
technology has already proven to have on privacy.

The preceding cases are just a few of the major decisions that the Court has made in
support of privacy, but there have been a number of cases that question the commitment
the Court has in regard to firm privacy protection. For example, in California v.
116

Greenwood,

the Court found that there was no reasonable expectation of privacy in

garbage left on the curb for collection. Also, in the wake of two other holdings, students
and employees have reduced Fourth Amendment protections. New Jersey v.

ni

T.L.O.

held that probable cause is not required in student searches on school campuses and, at
118

least for public sector employees, the Court found in O 'Connor v. Ortega

that searches
119

need to only be "reasonable." Lastly, in Vernonia School District v. Acton,

the Court

has allowed blanket drug testing of student athletes. They determined that the school's
policy was constitutional since there is a legitimate societal interest in preventing drug
use, the fact that many athletes are role models on campus, and the unobtrusiveness of the
searches countered a reasonable expectation of privacy. In light of these examples it is
115
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difficult to automatically assume that the Court will use the same standards of
reasonableness in all situations. The Court's affirmation in the Katz decision that the
Fourth Amendment "protects people, not places" does not seem to correlate to these
situations.
d. Fundamental Decision Cases
Privacy in the context of making intimate, personal decisions is much different than the
concept of privacy protected by the Fourth Amendment or tort law. The latter protections
involve the actual intrusion by someone or some entity into an individual's life. The
autonomy to make fundamental, intimate decisions is the essence of being human, it is
the foundation of one's "personhood." Curiously, this concept is relatively young within
U.S. constitutional law and is deeply connected to some of the most controversial issues
present in societal debates. Thus, in the present context it raises profound questions of
judicial activism, and has therefore been slow to develop while being approached with
trepidation.

The explicit nature of privacy ordained in the Fourth Amendment against searches and
seizures is much more tangible and discernable than the right to privacy found (and often
overlooked as the prominent actor) in the Ninth and Fourteenth Amendments. The
privacy derived from these amendments is implicit and only interpreted though
"substantive due process." The Due Process Clause found in the Fourteenth
Amendment

120

in combination with the people's reservation of rights in the Ninth

Amendment

121

has allowed the Court to "find" or protect rights within the meaning of the

term "liberty" that are not specifically mentioned in the Constitution or the Bill of Rights,
but rooted in the interpretation of the Ninth and Fourteenth Amendments. Substantive
due process has had it share of controversy throughout the years as opponents question
the role of judicial activism and argue that it is beyond the scope of the Court's power to
interpret rights that do not exist. This attitude is still quite prevalent in many of the
120

U.S. CONST, amend XIV. Due Process Clause: Privacy in this clause is guaranteedfromthe concept of
liberty and due process. ".. .nor shall any state deprive any person of life, liberty, or property, without due
process of law..."
U.S. CONST, amend IX. Rights retained by the people, "The enumeration in the Constitution, of certain
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fundamental-decision dissenting opinions where the more conservative members of the
Court continue to argue that no where in the Constitution is there a general right to
privacy.
For years the Court had been using substantive due process to justify a variety of
decisions ranging from the right to teach foreign languages,

attend private schools,

and a host of labor decisions such as outlawing maximum-hours laws,

124

but it was not

until 1967 that the Court finally used the Fourteenth Amendment to derive new privacy
rights. In Griswold

v. Connecticut

the Court was faced with striking down a

Connecticut statue forbidding the use of contraceptives. In the landmark ruling the Court
affirmed that a fundamental right to privacy exists. Justice Douglas reasoned in the
majority opinion that the Bill of Rights has guaranteed various "zones of privacy"
emanating from the "penumbras" of the First, Third, Fourth, Fifth, Ninth, and Fourteenth
Amendments.
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Further, the Court seemed uneasy with the idea that the government

should be able to intrude or regulate something as intimate as marriage: "Would we allow
the police to search the sacred precincts of marital bedrooms for telltale signs of the use
of contraceptives? The very idea is repulsive to the notions of privacy surrounding the
marriage relationship."

127

In a concurring opinion three justices agreed that they should not only look at the
Fourteenth Amendment's Due Process Clause as the legal facilitator of privacy in this
case, but "they must look to the 'traditions and [collective] conscience of our people' to
128

determine whether a principle is 'so rooted [there]...as to be ranked as fundamental.'"
Even thought the justices could not pinpoint exactly where the right to privacy is found in
the Constitution they implied that privacy is more than a legal right, but a right ".. .older

See Pierce v Society of Sisters, 268 U.S. 510 (1925).
See Meyers v. Nebraska, 262 U.S. 390 (1923).
See Lochner v. New York, 198 U.S. 45 (1905).
Griswold v. Connecticut, 381 U.S. 479 (1965).
See Id. at 484.
Id. at 485-6.
Id. at 493.
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than the Bill of Rights."

This decision set the stage for one of the most controversial

privacy cases the Supreme Court has argued - Roe v. Wade.
130

Roe v. Wade

is perhaps the most famous privacy rights cases in the history of the U.S.,

but most laypeople assume this case solely concerned abortion. Roe v. Wade was not
solely about whether or not a woman has the right to terminate a pregnancy, but whether
or not the government has the right to intrude into one's personal affairs and the ability to
make intimate decisions. The court reasoned that "the right to privacy.. .is broad enough
to encompass a woman's decision whether or not to terminate her pregnancy."

The

Court made a huge leap from the traditional invocations of privacy in its past decisions
when it allowed privacy to break free of the spatial constraints that had previously limited
the application of privacy, some would argue that "the leap-frog from Griswold to Roe
thus became the single most important burst in the history of twentieth century
privacy."

132

Even though the Court greatly enhanced the scope of privacy rights in the U.S. with the
Roe decision, they also noted that this right is not absolute. "The Court's decisions
recognizing a right of privacy also acknowledge that some state regulation in areas
protected by that right is appropriate...the privacy right involved, therefore, cannot be
said to be absolute."

Lawrence v. Texas

133

marks the most recent Court intervention in privacy rights and

builds upon past cases to bolster the position that there is a guaranteed right to privacy
found within the Fourteenth Amendment. In this case the Court is asked to determine
whether it is a "crime for two people of the same sex to engage in certain intimate sexual
conduct."
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Specifically the Court examined whether or not the Texas statute violated an

individuals right to liberty and privacy protected by the Due Process Clause. Even though
s
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the Court is still divided on these controversial political and social issues that strike at the
moral fabric of American society, they seem to be much at ease in invoking substantive
due process claims in relation to privacy compared with the original case of Griswold,
thirty-six years prior. Justice Kennedy speaking for the majority opens the opinion stating
that:
Liberty protects the person from unwarranted government intrusions into a
dwelling or other private places. In our tradition the State is not omnipresent in
the home. And there are other spheres of our lives and existence, outside the
home, where the State should not be a dominant presence. Freedom extends
beyond spatial bounds. Liberty presumes an autonomy of self that includes
freedom of thought, belief, expression, and certain intimate conduct. The instant
case involves liberty of the person both in its spatial and more transcendent
dimensions.
136

The zones of privacy and intimacy are much clearer in this opinion. Not only does the
Court agree that there is a fundamental right to privacy, but they go on to further agree
that these zone should be inviolate to state intrusion and extends the idea that liberty and
autonomy (juxtaposed with privacy) are mutually inclusive and constitutionally
protected. The majority could find "...no legitimate state interest which can justify its
intrusion into the personal and private life of the individual,"

137

especially, as in this case,

the private conduct involving two consenting adults.
Protecting the right to make fundamental decisions is a delicate struggle since the Court
is constantly required to balance many controversial interests. Technologies, individual
freedoms, morality, and social change are not fixed in time and seek to pressure traditions
and create new mores and customs. The transition from the old to the new is not easy and
the Court is still reluctant to broadly apply this right of privacy,

138

but it is clear that since

the Griswold decision the Court has continued to strengthen the right to privacy derived
from the concept of liberty found in the Fourteenth Amendment.

136
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Id. at 562.
Id. at 578.
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In Washington v. Glucksberg, 521 U.S. 702 (1997), for example, the Court refused to overturn a ban on
assisted suicide based on fundamental privacy claims.
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e. Information Privacy Cases
Since the 1970s and the rapid acceleration of database technologies there has been much
discussion of what protections individuals ought to have in regards to stored information.
Even though the debate may be pervasive, there has been only one major U.S. Supreme
Court decision in regards to the recent concept of information privacy.
139

Information privacy was first debated in Whalen v. Roe.

The plaintiffs sought to

challenge the constitutionality of a New York statue enabling the collection and storage
of "Schedule II" drug prescriptions in a government database. They argued that privacy
should encompass: (1) "the individual interest in avoiding disclosure of personal matters"
and (2) "the interest in independence in making certain kinds of important decisions."

140

The plaintiffs argued that the New York statute impaired both of the privacy interests.
In a unanimous decision the Court struck a blow to information privacy overriding
privacy concerns in favor of a compelling State interest in preventing drug abuse. They
did note that they are aware "of the threat to privacy implicit in the accumulation of vast
amounts of personal information in computerized data banks or other massive
government files," that "the right to collect and use such data for public purposes is
typically accompanied by a concomitant statutory or regulatory duty to avoid
unwarranted disclosures," and that the "duty arguably has its roots in the Constitution,"

141

but where there are adequate protections of information, there is no invasion of privacy
nor sufficient reason to curb the advancement of database technologies. It is important to
stress the Court's acknowledgment of the overriding state interest in this case, i.e. drug
abuse and regulation of controlled narcotics. It is unknown if the Court would have taken
a different stand on the issue of information privacy if the state interest had been less
pronounced.

Even though the subject has only been argued once, the Court did acknowledge that a
constitutional interest in information privacy does exist, but this interest is limited to the
139
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See Whalen v. Roe, 429 U.S. 589 (1977).
Id. at 599-600.
Id. at 605.
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purview of government dissemination of information and fell short of specifically
recognizing a broad constitutional right.

142

Since Whalen the lower courts have been

grappling with the individual's control over the disclosure of personal information and
what responsibilities the government has to protect it, but no clear consensus has been
reached.

143

The lower circuits have adopted Whalen in varying degrees of scrutiny ranging from very
strict interpretations to more balanced approaches. The some circuits require egregious
violations of fundamental rights, where others are less stringent in determining what sorts
of personal information are protectable.

144

The Third Circuit has adopted the

"Westinghouse Test" in an attempt to employ a balanced approach in determining
145

violations of information privacy which has also been utilized by other circuits. The
test weighs seven factors to justify whether an intrusion has occurred: (1) "the type of
record requested"; (2) "the information it does or might contain"; (3) "the potential for
harm in any subsequent nonconsensual disclosure"; (4) "the injury from disclosure to the
relationship in which the record was generated"; (5) "the adequacy of safeguards to
prevent unauthorized disclosure"; (6) "the degree of need for access"; and (7) "whether
there is an express statutory mandate, articulated public policy, or other recognizable
public interest militating toward access."

146

2. U.S. Statutory History
The statutory protections in the U.S. are numerous and cover many issues, but in the
grand scheme do little to provide the average person with strong control over personal
information or far-reaching protection. Many of the privacy regulations came about
during the 1970s as the use of computers and databases became widespread and resulting

Elbert Lin, Prioritizing Privacy: A Constitutional Response to the Internet, 17 Berkeley Tech. L.J. 1085,
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from an influential report issued by the U.S. Department of Health Education and
Welfare. This report recommended that a Code of Fair Information Practices be instituted
to guide the government's collection and use of personal information. The basic
principles urged in the report are:
1. there must be a way for an individual, to find out what information about him is
in a record and how it is used;
2. there must be no personal-data record-keeping systems whose very existence is
secret;
3. there must be a way for an individual to prevent information about him
obtained for one purpose from being used or made available for other purposes
without his consent;
4. there must be a way for an individual to correct or amend a record of
identifiable information about him; and
5. any organization creating, maintaining, using, or disseminating records of
identifiable personal data must assure the reliability of the data for their intended
use and must take reasonable precautions to prevent misuse of the data.
Since then there have been a number of important statutes that regulate how personal
147

information is used, but it should be noted that virtually all of these statutory protections
are geared towards regulating government activities and the protection of an individual's
liberties vis-a-vis government intrusion, they do little to prevent private institutions from
violating a person's privacy. Instead, the U.S. has adopted a de facto free market policy
in regards to protecting privacy rights in the private sector relying on market based
solutions, industry self-regulation, and consumer outcry to encourage companies to adopt
and enforce good privacy policies.

The bulk of privacy regulations deals with government collection and use of information.
Privacy Act of 1974

148

instilled the principles of the Fair Information Practices and

sought to formally recognize the individual's interest in privacy and the legitimate
government interest in collecting personal information. U.S. Congress found that "the
increasing use of computers and sophisticated information technology.. .has greatly
magnified the harm to individual privacy that can occur from any collection,
maintenance, use, or dissemination of personal information."
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As a result Congress

See U.S. Department of Health, Education and Welfare, Report of the Secretary's Advisory Committee
on Automated Personal Data Systems, Records, Computers, and Rights of Citizens, iii (1973).
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acted to regulate the information contained by federal agencies in order to preserve
individual privacy. The basic provisions of the act allow an individual to access personal
records

150

and provide mechanisms for the correction of erroneous data.

151

The federal

agencies in turn must only collect and use information for its stated purposes,
reasonably maintain the accuracy and relevancy of collected information,
appropriate safeguards to preserve the confidentiality of the information.

153

152

and establish

154

Other statutory protections have been created on a sector-by-sector approach to protect
specific privacy interests in the nongovernmental realm. These regulations are often
enacted to react to new technologies and other threats to privacy. A famous example of
this ad hoc approach was the passage of the Video Privacy Protection Act of 1988.
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During Judge Robert Bork's Senate confirmation hearings an enterprising member of the
press was able to obtain and release the Supreme Court nominee's video rental records.
An outraged Congress quickly reacted to this privacy intrusion by regulating the
disclosure of such information. It is indicative of the U.S. approach to privacy control by
passing a very specific piece of legislation, covering narrow actions. Other examples of
private industry regulations include: the Fair Credit Reporting Act of 1970
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which

regulates the responsibilities of credit reporting agencies in the maintenance and accuracy
of credit reports; the Children's Online Privacy Act of 1998

157

prohibits the collection of

online information about children under the age of thirteen; the Cable Communications
Policy Act of 1984

158

regulates records maintained by cable companies; the Employee

Polygraph Protection Act of 198 8

159

prohibits the use of polygraphs by private

employers; and the Health Insurance Portability and Accountability Act of 1998
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governing the privacy of medical records. This list is a fraction of the statutes protecting
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privacy and is meant to only show the general, patchwork nature of privacy regulation on
at the U.S. federal level.
The Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act of 2001 ("Patriot Act")

161

was passed shortly after

9/11 in response to the terrorist attacks. Critics of the Patriot Act highlight its notable
impacts on civil liberties, especially privacy since the act greatly expands police
surveillance capabilities and investigative authority.

162

The passage of the anti-terrorism

bill was done with great pressure, virtually no debate or deliberation, and with no
163

assurance that the loss of civil rights would equate to greater security. Many would see
the Patriot Act's passage as a too hasty, knee-jerk response to a national security crisis
rather than sound legislative discussion since many of its provisions had been previously
rejected by Congress.
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The Patriot act primarily updates and incorporates new surveillance techniques into
existing law. Section 206, for example, broadens the scope of foreign surveillance to
include domestic surveillance by amending portions of the Foreign Intelligence
Surveillance Act.

165

Section 216, amending the Electronic Communications Privacy Act,

allows "pen registers" to be expanded from merely telephone communication to include
166

all computer based communications. But most notable is that the Patriot Act lowers the
minimum standards for the production and collection of evidence, in some cases
completely eliminating the need to show probably cause.

Even though the Bush

Administration asserts that the Patriot Act is absolutely essential for fighting terrorism,
many believe that the government has begun to use the law in many cases that have no

Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act, Pub. L. No. 107-56, 115 Stat. 272 (2001) [hereinafter "Patriot Act"].
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connection to terrorism.

168

This is particularly startling when viewed with the expanded

domestic surveillance powers previously reserved for monitoring foreign nationals
outside of the U.S. and have caused many to question the constitutionality of some of the
Patriot Act provisions.

To conclude, technological and historical triggers as well as societal transformations
often precede new questions regarding privacy rights. For this reason, and the fact that
privacy is so hard to define within the American legal system, future manifestations of
privacy rights will be largely unexpected and unpredictable. As new gaps in privacy
rights are found the judicial process will attempt to repair the holes by finding new
rationales and interpretations within the loosely construed meanings of the Constitution
and the legislature will continue to create new protections in the form of statutory
regulation.

Whether or not one believes that there is a distinct right to privacy protected in the U.S. is
still up for debate as some would still argue that this right is invented by activist judges.
They would argue that privacy is not a stand alone right and should be accurately
described as a general right to liberty, but nevertheless many of the privacy cases do
show a distinct, inclusive privacy right that has evolved and is symbiotic with the ideals
of liberty present in American discourse.
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Judging from some of the decisions and

rhetoric it appears that privacy is slowly moving away from a nonexistent right to a
fundamentally protected right within U.S. Constitutional jurisprudence. Moreover, the
body of U.S. statutory regulations is beginning to encompass more private sector control
and privacy protections as the law adapts to the Information Age and increased global
interaction, but conversely, issues of national security seek to pressure government
transgression into personal privacy and civil rights with the passage of legislation such as
the Patriot Act.

See id. at 337.
See generally Whitman, supra note 59.
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B. European Union Framework
The European privacy model contrasts sharply with that of the U.S. as they view the right
to privacy in a much more fundamental way and have strived to incorporate this ideal in a
comprehensive fashion throughout European legislation. Europe's commitment to
privacy (especially information privacy) is not new, the first privacy regulations occurred
in Europe and the protections in place today are not surpassed by any other privacy
regime.

This fundamental privacy right is often referred to a "data protection" in

European dialogue rather than merely "privacy." This stems from a broader adoption of
modern ideals of informational privacy and the concept that individuals ought to have a
large degree of control and protection of the dissemination of their personal information.
Whereas the U.S. uses a market-based approach for protecting privacy, Europe views the
State as an important actor in upholding privacy as a critical element in the social
construct of European life. Unlike the U.S. model which mainly focuses on the
government's information gathering and intrusion, the European data protection
directives make no distinction between the private and public dissemination of
information. Businesses and governments alike have to follow the same rules. The data
directives apply not only to information collected and located within the confines of
Europe, but also has an extraterritorial effect regulating any data that is exported to other
171

countries.

Further, individual control of information is much greater as European

privacy rights embrace the concept of "information

self-determination."

172

By

recognizing privacy as a fundamental right, a burden is placed on the entities who want
the information to prove that there is a substantial need for such information rather than
the individual having to fight for the right not to disclose the information.
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1. Privacy as a Fundamental Human Right
The fundamental nature of privacy rights as a human right stems from the United Nations
Universal Declaration of Human Rights created in 1948. This affirmation of human rights
1 7 0

171

CATE, supra note 66, at 47.
Fred H. Cate, The Changing Face of Privacy Protection in the European Union and the United States,

3 3 IND. L. REV. 174, 179 (1999).
172
173

Joe R. Reidenburg, E-Commerce and Trans-Atlantic Privacy, 3 8 Hous. L. REV. 717, 730-31 (2001).
Nissenbaum, supra note 35, at 594.
40

was largely a result of atrocities committed during World War II and seeks to
acknowledge the "recognition of the inherent dignity and of the equal and inalienable
rights of all members of the human family is the foundation of freedom, justice and peace
in the world."

174

Article 12 of the U.N. Declaration states that "no one shall be subjected

to arbitrary interference with his privacy, family, home or correspondence, nor to attacks
upon his honor and reputation. Everyone has the right to the protection of the law against
such interference or attacks."
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The European Convention on Human Rights (ECHR) created in 1950 furthers the ideals
outlined in the U.N. Declaration. Its stated goal is to "secure the universal and effective
recognition and observance"

176

of the rights elaborated in the convention, but it also

resolves to ensure the collective enforcement of these rights through the establishment of
the European Court of Human Rights.

177

Article 8 of the ECHR specifically deals with

privacy by asserting that:
1. Everyone has the right to respect for his private and family life, his home and
his correspondence.
2. There shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a democratic
society in the interests of national security, public safety or the economic wellbeing of the country, for the prevention of disorder or crime, for the protection of
health or morals, or for the protection of the rights and freedoms of others.
Since the ECHR adoption the member states have diligently attempted to fulfill this
178

privacy objective. These efforts resulted in the adoption of the Convention for the
Protection of Individuals with regard to Automatic Processing of Personal Data (1980
Convention) in 1980,
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but since the convention was not self-executing and definitions

to important elements not clear, its enactment was either nonexistent or inconsistent
1 ftn

among the EU member states.

For these reasons the European Union Data Protection
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Directive of 1995 (Directive)

181

was culminated, forcing the states to enact a

comprehensive set of rules to harmonize the regulatory framework of information flows
and the protection of personal privacy.

2. The Data Protection Directives
Clearly, Europe has become the champion of privacy rights in the digital age. The
acknowledgment of privacy as a human right coupled with the modern legislation
concerning data flows allows the individual unprecedented protection. Data protection
was first introduced with the adoption of the 1980 Convention and set out a number of
basic principles requiring that automatically processed data be:
182

1. obtained and processed fairly and lawfully;
2. Stored for specified and legitimate purposes;
3. adequate, relevant and not excessive in relation to the purpose for which they
are stored;
183

184
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4. accurate and, where necessary, kept up to date;
5. preserved in a form which permits identification of the data subjects for no
longer than is required for the purpose for which those data are stored;
6. protected by appropriate security measures from accidental or unauthorized
186

•

187

loss, destruction, access, alteration, or dissemination; and
7. that individuals be allowed to access and amend incorrect data.

188

These principles would be incorporated in later European privacy regulations as well as
the Organization of Economic Co-operation and Development's Guidelines on the
Protection of Personal Privacy and Transborder Flows of Personal Information (OECD
Guidelines).

The guidelines established nonbinding recommendations and principles

regarding data protection and the free flow of information across international borders.

181

Directive 95/46/EC of the European Parliament and of the Council on the Protection of Individuals with
Regard to the Processing Personal Data and on the Free Movement of Such Data, October 24, 1995, 1995
O.J. (L281/31). [hereinafter Directive 95/46/EC]
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OECD, OECD G u i d e l i n e s o n t h e P r o t e c t i o n of P r i v a c y a n d T r a n s b o r d e r F l o w s of P e r s o n a l
D a t a (2002).
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The importance of the principles laid out in the 1980 Convention and the OECD
Guidelines would not be felt until the adoption of the Directive 95/46/EC.

190

The Directive 95/46/EC was formally approved on October 25, 1995 and with its
enactment three years later set a high standard for privacy protection with its overall
breadth and comprehensiveness. It represents the latest attempt to safeguard individual
privacy and freedom in light of constantly advancing technologies.
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Further, the

Directive is a manifestation of the commitment the member states have towards privacy
as a basic human right, on the same level as other basic rights such as freedom of
expression. The objective of the directive is two-fold: (1) "Member States shall protect
the fundamental rights and freedoms of natural persons, and in particular their right to
privacy with respect to the processing of personal data"

192

and (2) "Member States shall

neither restrict nor prohibit the free flow of personal data between Member States..."

193

Thus not only would privacy be increased within Europe, but the directive would help
fulfill the goal towards creating a single, integrated market.
The Directive elaborates minimum standards which the member states must use in their
enabling legislation on the processing of personal data. It defines the processing of
personal data very broadly to include "any operation or set of operations which is
performed upon personal data, whether or not by automatic means."

194

Likewise,

"personal data" is equally general in meaning: "any information relating to an individual
or identifiable natural person ... in particular to reference to an identification number or
to one or more factors specific to his physical, physiological, mental, economic, cultural
or social identity."

195

The Directive makes no distinctions to whom the law applies.

Businesses and governments alike must follow the same rules, although activities
performed in the course of security and criminal law and by "natural person[s] in the
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See Ulrich U. Wuermeling, Harmonization of European Union Privacy Law, 14 J. MARSHALL J.
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(1996).
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course of purely personal or household activities]" are outside the scope of the
directive.

196

The basic protections enumerated in the directive provide that the member states must
insure that data is accurate, up-to-date, and collected for its intended use. Further, the data
must be relevant and not excessive and only kept for the duration of the specified use.
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On a personal level the Directive allows the individual not only to give consent to the use
•
I QQ

and gathering of information,
errors.

199

but also the right to access the information to correct

Lastly, the collected data must be protected from "accidental or unlawful

destruction or accidental loss, alteration, unauthorized disclosure or access, ...and against
all other unlawful forms of processing."
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Whereas one of the main goals of the Directive is to harmonize privacy laws in Europe,
the implementation of the Directive has not been perfect. The requirement that each
country change its national laws to comply with the Directive has not been smooth, partly
because each country is able to interpret and enact the provisions differently based on
each individual country's legal system.
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The loopholes created with the overly general

exemption clauses (such as national security, criminal investigations, and public health)
could create further tension in the unification of privacy laws within Europe.

202

3. Article 25: International Flows of Information
Directive 95/46/EC accomplished more than the domestic regulation of privacy within
Europe, it created a standard of information sharing exported to jurisdictions outside the
confines of the European Union. Article 25 of the directive specifically deals with
transnational information flows:

Directive 95/46/EC, art. 3 § 2.
Directive 95/46/EC, art. 6 § l(a)-(e).
Directive 95/46/EC, art. 7(a).
Directive 95/46/EC, art. 12.
Directive 95/46/EC, art. 17 § 1.
See Wuermeling, supra note 190, at 459.
See id. at 460.
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the Member States shall provide that the transfer to a third country of personal
data which are undergoing processing or are intended for processing after transfer
may take place only if, without prejudice to compliance with the national
provisions adopted pursuant to the other provisions of this Directive, the third
country in question ensures an adequate level of protection.
203

With the enactment of this article in 1998 a potentially enormous transatlantic conflict
with the United States was created that put the two very different privacy regimes at odds
with each other. The importance of the 1998 conflict was the scope of the economic
ramifications of not finding a common ground - it was estimated that $120 billion dollars
in trade was put in jeopardy.
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Also, a similar conflict in 2003 concerning the collection

of Passenger Name Record data for airline passengers risked the shut down of air traffic
between the two continents.

But the conflicts were not just about economics, they were the reflection of two
competing viable perceptions of privacy. The European Union model focuses on a
comprehensive, omnibus framework imposing strict rules that made no distinctions
between private or public dissemination of data. Privacy in the European context is a
fundamental human right, therefore nonnegotiable. In contrast, the U.S. has instituted a
sectoral approach to regulating privacy with a focus on restricting the collection and
intrusion of the government. Private-sector processing of personal data is allowed great
freedom to let the market and self-regulation dictate its behavior. On one hand, the
Europeans only wanted to uphold their standard of privacy protection, but this standard
was incompatible with the U.S. system. Singling out only European data in the U.S. to
ensure compliance to the directive was impractical, if not impossible. Moreover, it was
not realistic that the U.S. completely change its entire system to comply with the
Directive 95/46/EC.

205

A catch-22 situation transpired into a diplomatic conflict with both sides having
equivalent power, unwilling to compromise their respective positions, and each seeking
to be the dominant actor.

Regardless of the profound differences in core privacy

principles, both sides had a considerable interest in seeking resolution. U.S. companies
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worried about the disclosure requirements and economic costs of the Directive's
implementation,

206

while the Europeans were anxious that the business relationships and

access to the U.S. market would be severely restricted,

207

in addition to protecting the

fundamental privacy of their citizens.
Resolving the conflict would be limited. Typically, in trade related matters, the logical
dispute resolution forum is through the auspices of the World Trade Organization, but in
the general trade exceptions of the WTO General Agreement on Trade in Services
(GATS) "the protection of privacy of individuals in relation to the processing and
dissemination of personal data and the protection of confidentiality of individual records
and accounts" is specifically exempted to member states.

208

Discussions would finally

occur in 1999 and a year later a compromise negotiated with the adoption of the "Safe
Harbor Principles." The principles are designed to allow U.S. companies to provide "an
adequate level of protection" to European data through a self-certification that they are
taking the necessary protection measures and agree to certain enforcement measures to
ensure proper compliance.
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Although the compromise allowed commerce to continue, it

is largely seen as a "cease fire" with neither side really winning the privacy debate.

210

The U.S. was allowed to continue its self-regulatory approach to privacy, whereas the
EU's privacy concerns were somewhat appeased.

This case highlights the growing concerns that the regulation of privacy is increasingly
becoming a "disruptive force in the planning and operation of sound information
technology practices" as businesses are forced to act in accordance with to the various
domestic and international rules on privacy.
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The ramifications of having multiple

privacy regimes forces companies and countries to adjust their practices if they intend to
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do business with one of the major privacy regimes. Some commentators have noted that
"achieving alignment with the European Union on the privacy issue has been considered
an important bridge toward increased economic opportunities with the lucrative European
market."
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While others acknowledge the explosion of countries passing privacy laws

mirroring the principles of the European data protections indicates that the EU privacy
regime has become "the de facto international standard."

213

The EU had the advantage of being the "first mover" in establishing comprehensive,
internationally compulsory privacy legislation forcing outside countries to adopt
comparable privacy protections in order to continue business relations within Europe.

214

The United States was at a disadvantage in its negotiations with the EU in regards to
transborder flows of information. Not having a viable, competing privacy model the U.S.
was forced to on some levels yield to the demands of the Directive with the adoption of
the Safe Harbor Agreement.
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Yet, the later conflict over airline passenger information

has created doubt in the solidarity of Europe's power over privacy. Most European
airlines had already capitulated to U.S. demands in disregard to the data directives which
aiding the U.S. in unilaterally forcing the EU into submission.
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Even though the U.S.

has been reluctant to bend to European pressure, the EU has used it market power and
"critical mass" to force many other countries opt for and implement adequate privacy
controls mirroring the European model rather than the self-regulatory system that the
U.S. has defended.
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IV. New Threats to Privacy
Most of the international disputes over privacy involve the sharing, distribution, and
dissemination of personal data, but there are other concerns that transcend national
borders as governments are increasingly utilizing new tools to spy on their citizens and
those of other countries in the name of national security and anti-terrorism. As new
technologies are developing there is an international trend to use these technologies
locally, such as the use of surveillance cameras, and globally, such as data mining and
eavesdropping operations being conducted on an international and domestic level. Other
technologies such as biometrics and RFID chips have the potential to seriously impinge
the autonomous function of privacy. Justice Brandeis understood the implications of
technology in 1928 when he said that "the progress of science in furnishing the
Government with means of espionage is not likely to stop with wiretapping...Advances
in the psychic and related sciences may bring means of exploring unexpressed beliefs,
thoughts, and emotions...Can it be that the Constitution affords no protection against
such invasions of individual security?"

218

Today, his warning resonates with the advances in technology, but his question as to the
protection afforded by the Constitution seems to fall on deaf ears. Even though a
particular government or privacy regime may say they are concerned with the
individual's privacy rights, they are doing very little to slow the development of
dangerous technologies or at the very least allow for information and dialogue to be
shared so that a meaningful public debate can take place. In the post 9-11 world
governments are using the risk of terrorism to quickly and often secretly employ new
technologies and methods to invade individual's privacy with little or no public scrutiny.
The "shoot-first-ask-questions-later" policies that law enforcement and intelligence
agencies are employing in regards to privacy issues could be detrimental to current and
future protections.

Olmstead, 277 U.S. at 474 (Brandeis, S., dissenting).
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A. Mass Surveillance
Shortly after the terrorist attacks on the World Trade Center on September 11, 2001 the
attitude towards privacy drastically changed. The U.S. came to the realization that the
terrorists who carried out the attacks lived and operated within U.S. borders. Law
enforcement authorities and the intelligence community have used the aftermath of 9/11
and the resulting political drive to strengthen national security and enact new powers,
greatly expanding the government's surveillance capabilities. The Patriot Act was the
progeny of the post-9/11 political debate and has sparked considerable criticism that it
gives the government too much power and weakens civil liberties.

With the passage of the Patriot Act, legislation now allows intelligence interests farreaching and unprecedented access to private records and communications. Some argue
that the movement to increase the scope of surveillance capabilities and engage in new
espionage technologies was already in place before the attacks — the intelligence
community was merely waiting for the opportune moment to expand their powers.

219

The

Bush administration has continuingly justified the 9/11 attacks as validation for its
expanded powers, but allegations have recently surfaced that the National Security
Agency (NSA) approached Quest Communications six months before the 9/11 attacks
with a potentially illegal wiretapping scheme.

220

Most likely, the push for increased

intelligence powers would have happened regardless of the 9/11 attacks, but instead, the
attacks have created an atmosphere of fear and panic and an urgency to give unbridled
power to intelligence agencies without proper public discourse and common sense. The
secrecy of the new powers and the use of National Security Letters, for example, prevent
the public from knowing what sorts of activities the government is engaging in and the
lack of discourse and oversight has created severe doubt as to whether or not privacy
interests are being appropriately handled.

A recent high profile data breach at the U.S. State Department involved the unauthorized
viewing of the passport files of the three leading presidential candidates and other
2 1 9

JAMES B. RULE, PRIVACY IN PERIL 55 (2007).

220

See Ellen Nakashima & Dan Eggen, Former CEO Says U.S. Punished Phone Firm: Questfeared NSA
Plan Was Illegal, Filing Says, WASH. POST, Oct. 13, 2007, at Al.
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celebrities.

Further, a 2007 data breach in Britain is being hailed as the worst privacy

breach ever. The British tax authorities copied data, including bank account numbers and
information on almost every British child under the age of sixteen, onto unencrypted
disks which were subsequently "lost in the mail."
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These examples show not just the

disregard and vulnerability for data security, but also the ineptness of the people entrusted
to keep sensitive information safe. Securing data is only a partial answer to information
privacy, limiting the amount and types of data collected and stored is actually the
superseding issue.

The collection and analysis of information is not the only part of the mass surveillance
networks being created. Basic surveillance technologies like cameras are becoming more
hi-tech and specialized. The transition from simple Close Circuit Television to large-scale
networked digitalized systems utilizing biometric technologies and other behavioral
identification techniques raises new privacy concerns.

1. Cameras
Cameras are everywhere. Mass observation is now the norm in modern societies as law
enforcement and private actors have employed sophisticated camera networks in the aims
of public safety and protection of private property. Major cities across the globe have
installed Close Circuit Television Systems (CCTV) that constantly monitor and record
their surrounding twenty-four hours a day. It is estimated that there are 4.2 million CCTV
cameras in the U.K. (one for every 14 people), filming the average Britain over three
hundred times per day, at a cost of almost one billion dollars since the 1 9 9 0 V " this
includes central London's "Ring of Steel" which employs over 500,000 cameras alone.
Camera use in the United States is not yet as pervasive as in the U.K., but there are huge
initiatives across the country to build extensive, high-tech video surveillance systems to
combat terrorism and other crimes. Washington D.C. announced that it will consolidate
over 5,000 cameras operated by multiple agencies under the city's Homeland Security

See Helene Cooper, Passport Files of 3 Candidates Were Pried Into, N.Y. TIMES, Mar. 22, 2008, at Al.
See Eric Pfanner, Britain Apologizes for Major Data Breach; 25 Million People May Have Been
Affected, INT'LHERALD TRB., NOV. 23, 2007, § News, at 5.
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19 (2006).

Agency.

The Metropolitan Transportation Authority of New York City is attempting to

secure its transit network with a next-generation surveillance system that will use video
algorithms to spot suspicious behavior.
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Some camera systems are going one step

farther by installing two-way communications that not only allow the operator to listen to
street conversations, but will also allow the cameras to talk back and reprimand bad
behavior.

By 2013, the market for video surveillance technologies is expected to grow

from $13.5 billion in 2006 to $46 billion dollars per year.

227

Moreover, the use of CCTV

systems is completely legal since it is bolstered by the argument that people should not
have any expectations of privacy in public settings. While to a certain extent this
argument may be valid, the pervasiveness of video surveillance and loss of anonymity
while in public cause many to question the use of mass surveillance.

A recent study shows that San Francisco's anti-crime cameras have had no effect on
reducing violent crime. The report suggests that murders, for example, decreased within
the camera's range, but was offset by an increase in murders further away - people just
moved down the street before killing each other.
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Figures in London are not much

better. In areas blanketed with security cameras crime resolution rates are below average
with eighty percent of crimes remaining unsolved.

229

Public safety officials continually

point out that the cameras are primarily for public health and safety and that police
cannot be everywhere at once, but critics of the cameras say that the statistics used by the
proponents are misleading since they do not account for the displacement of crime
outside of the cameras range and other questions as to the effectiveness and cost-tobenefit ratio of mass surveillance are still unresolved.
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STANDARD (LONDON), Sept. 19, 2007.
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The digital camera market has skyrocketed in the recent years. More than half of U.S.
households own digital cameras taking over thirty-four billion pictures per year.
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Flickr,

a popular internet picture hosting site, indicates that over two billion user photos have
been uploaded to its site.

231

The use of digital cameras powered by the internet has made

photographs easily accessible worldwide. Society, especially the younger generations, is
quickly adapting to the new technology digitally recording all aspects of life. Consumers
may think that uploading photographs poses little risk to their privacy, but new facial
recognition software is now able to search online databases and "tag" names to the people
featured in supposedly anonymous photos.

Privacy concerns involve the involuntary

disclosure of one's image and whether or not a person has the right to control the
dissemination of his image or likeness. Privacy torts have protected people from these
sorts of transgressions in the media, but questions remain if the same torts can protect the
privacy of individuals in the openness of the internet age. The loss of autonomy and
potential for every humiliation to be documented on video could have huge impacts on
the way people interact with each other.

Cameras are being embedded in a wide variety of consumer goods. Hidden cameras and
so called nanny-cams are secretly and illegally videotaping people without their
knowledge. Digital cameras are integrated into many cellular phones, causing them to be
banned in many places where people expect a high degree of privacy like gyms and
locker rooms. And cameras and microphones embedded into laptop computers could
soon spy on you. Google has announced plans to develop "ambient audio listening
technology" to activate computer microphones to personalize advertising. For example, if
Google hears an identifiable sound like a dog barking, then a dog food advertisement
nil

would appear.

•

It would not be a stretch of the imagination to believe that governments

already have the capability to do the same. The use of Trojan horses or other backdoors
into one's computer by the government or any other savvy computer hacker can turn a
Janet Kornblum, Always in the Camera's Eye, USA TODAY, May 27, 2006, at Dl.
Press Release, Yahoo! Inc., Flickr Adds Video to its Popular Photo-Sharing Community (Apr. 8, 2008)
0ittp://vhoo.cIient.shareholder.com/press/releasedetail.cfrn?ReleaseID=303857).
2006 Oliver Wendell Holmes Lecture, In the Face ofDanger: Facial Recognition and the Limits of
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Law, 120 Harv. L. Rev. 1870, 1871 (2007).
Abbey Klaassen, Listen to This: Google Plan Lets Laptops Hear Your TV, ADVERTISING AGE, June 26,
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2006, at 3.
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computer into a virtual surveillance device. Germany has recently been criticized for
sending Trojan horse viruses to suspect computers that allow the government unfettered
access without the owners' knowledge, the privacy risks are already a reality.
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Other concerns like Google's Street View mapping service blur the line between what
should be public and private. Street View uses high resolution cameras to take street-level
photographs of buildings and residences. Google has indicated that "Street View only
features imagery taken on public property" and ".. .is no different from what any person
can readily capture or see walking down the street."
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But others fear the easily-

accessible, detailed photos, sometimes even into people's homes, are too extreme and
people should have a certain degree of anonymity in public places. And if earth-bound
cameras not enough, the U.S. Department of Homeland Security has announced that law
enforcement agencies will soon be allowed to utilize the nation's most sophisticated spy
satellites to monitor American citizens domestically. Privacy advocates fear that the
technology will be used irresponsibly, without proper oversight and that it "marks a new
era in intelligence gathering."
The real question regarding surveillance cameras and other forms of observation is
whether the purported public benefits outweigh the loss of individual rights. From an
economic perspective, do the enormous expenditures on the systems translate into real,
quantifiable safety gains, or would the money have been better used by putting actual
police on the streets? The digitization of surveillance images and infinite storage space
raise further questions as to the privacy and safeguarding of the images. Further debate
on how far societies are willing to bear the loss of privacy in exchange for the sensation
of safety that public surveillance provides is imperative.

237

Judy Dempsey & Katrin Bennhold, Arrests Spur Surveillance Debate; German Ministers Hold Security
Talks Over Foiled Terror Plot, INT'L HERALD TRIB., Sept. 8, 2007, § News, at 6.
Miguel Helft, Google Photos Stir a Debate over Privacy, N.Y. TIMES, May 31, 2007, at C1.
Eric Schmitt, Liberties Advocates Fear Abuse of Satellite Images, N.Y. TIMES, Aug 16, 2007, at A16.

235

236

237

See generally, THE ROYAL ACADEMY OF ENGINEERING, DILEMMAS OF PRIVACY AND SURVEILLANCE:
CHALLENGES OF TECHNOLOGICAL CHANGE 33-34 (2007), for a more detailed discussion of privacy
implications and the use of surveillance.
53

2. Dataveillance
a. Data mining
Electronic surveillance of personal data, also known as dataveillance, is the result of the
huge explosion of the computer revolution and the ever increasing storage and computing
capacity worldwide. The public and private sector alike are amassing huge quantities of
personal data and use this data to create digital dossiers of individual citizens and
consumers. The aggregation of this data is then "mined" for new information and patterns
using powerful artificially intelligent computers. The computers scan the data to look for
predetermined patterns in the hopes of identifying potential terrorists.
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In 1965 the U.S. Government proposed to build a central National Data Center to reduce
costs, improve efficiency, and create a single information clearinghouse for federal
agencies. By 1968 after much debate and criticism it was clear that the proposal would
239

not be enacted due to the government's inability to guarantee privacy protections, but
government agencies proceeded with the digitization of information albeit in the form of
thousands of interconnected databases. Arthur Miller wrote a chilling assessment of
national databases in 1967 that still resonates today:
But such a Data Center poses a grave threat to individual freedom and privacy.
With its insatiable appetite for information, its inability to forget anything that has
been put into it, a central computer might become the heart of a government
surveillance system that would lay bare our finances, our associations, or our
mental and physical health to government inquisitors or even to casual observers.
Computer technology is moving so rapidly that a sharp line between statistical
and intelligence systems is bound to be obliterated. Even the most innocuous of
centers could provide the "foot in the door" for the development of an
individualized computer-based federal snooping system.
240

Our success or failure in life ultimately may turn on what other people decide to
put into our files and on the programmer's ability, or inability, to evaluate,
process, and interrelate information. The great bulk of the information likely to
find its way into the center will be gathered and processed by relatively unskilled
and unimaginative people who lack discrimination and sensitivity. Furthermore, a
See MARTIN KUHN, FEDERAL DATAVEILLANCE: IMPLICATIONS FOR CONSTITUTIONAL PRIVACY
PROTECTIONS (2007) for a more detailed look into data mining operations.
See SIMON GARFINKEL, DATABASE NATION 13-14 (2000).
Arthur R. Miller, The National Data Center and Personal Privacy, THE ATLANTIC, Nov. 1967, at 53.
2 3 9

2 4 0

54

computerized file has a certain indelible quality — adversities cannot be
overcome simply by the passage of time.
Miller was accurate in his perception of the consequences of database technology, but
241

what he could not have known about is the sophistication of data mining operations
currently being employed around the world.

a. Government Data Mining
One of the consequences of 9/11 was criticism that the government was not able to
"connect the dots" to prevent the terrorist attacks.
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The apparent inability of the

government intelligence communities to collect, disseminate, and share their findings has
prompted a government-wide effort to update their intelligence systems utilizing the
latest technologies. One such attempt by the U.S. Department of Defense's Defense
Advances Research Projects Agency (DARPA) was the originally named data mining
project Total Information Awareness (TIA). The TIA's goal was to be a broad
surveillance system that would utilize databases and data mining techniques to root out
terrorist activities.

Even though DARPA officials said that they "are not developing a
244

system to profile the American public," the Big Brother overtones of the program were
too strong and the U.S. Senate eventually defunded the program.
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The TIA's logo (the

Illuminati's all-seeing eye), its Latin motto ("Scientia Est Potentia" or "Knowledge is
Power"), and its leader Admiral John Poindexter, convicted of obstructing justice during
the Iran-Contra affair, were additional blunders that led to the program's eventual
downfall.
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The demise of the TIA system was seen by some as a coup for privacy rights and
weakening government sponsored surveillance, but in reality could have done more harm
than good. Instead of having a publicly-known and accountable data mining program
where tangible privacy protections and procedures could have been introduced,
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the
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data mining operation has been moved to other classified programs and agencies. The
Department of Homeland Security's ADVISE program (Analysis, Dissemination,
Visualization, Insight and Semantic Enhancement) could be one of the offshoots of the
defunct TIA program and is believed to have progressed even further than the former
program,

249

prompting an investigation and recommendations to ensure that the DHS is

taking the proper measures to comply with privacy laws.
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Financial systems have received increased scrutiny since 9/11 with the government's new
focus on terrorist financing activities. Through changes in the Patriot Act, the U.S.
intelligence agencies have virtual unfettered access to the financial system. Section 361
of the Patriot Act enables the creation of the Financial Crimes Enforcement Network
(FinCEN) to monitor "suspicious" activities.

251

Financial institutions are now being

enlisted to act as virtual informants of their customers' financial transactions and are
required to secretly upload "Suspicious Activity Reports" to the federal government.

252

Former New York Governor Elliot Spitzer found out how thorough the activity reports
can be when they led investigators to his involvement in a call-girl sex scandal.
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In

Spitzer's case the transactions were relatively small in sum, leading to the question, at
what point does the monitoring of transactional data become burdensome on those
wanting to protect the privacy of their purchases. Given the insecurity of electronic
payments and credit cards, the only recourse for those concerned with their privacy are
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by making cash payments, now monitored by financial institutions. Filing suspicious
activity reports run the risk of scrutinizing innocent people engaged in entirely innocent
transactions. Further, it was reported in 2006 that SWIFT, a Belgium-based financial
transaction record company had secretly and illegally supplied transaction information to
U.S. authorities.
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The privacy invasion caused outrage within the European Union and

highlights the difficulty in determining what laws and jurisdictions apply to data and its
movement. There is further indication that the U.S. has similar agreements with domestic
payment system companies. The CEO of the CHIPS payment system, which handles 8
million transactions totaling over 1.5 trillion dollars per day, is in discussion with U.S.
government agents to remove any information sharing obstacles.
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Many doubt the effectiveness of data mining efforts. Terrorists are innovative and
adaptive; looking for patterns is likely to lead to a high rate of false positives, since it is
impossible to know exactly how terrorists will attack. Further, terrorists could defeat the
system by merely acting as normal as possible.

256

The 9/11 hijackers were known

terrorists to the intelligence agencies, they lived in plain sight, opened bank accounts,
obtained drivers licenses, and some were even listed in the phone book. A sophisticated
data mining operation would not have been necessary to discover their intentions, just
good detective work and efficient
community.
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information sharing within the intelligence

Given this, the implementation costs and effects on privacy warrant

further debate on the issue. The fact that little is known about many of the programs
provides no insight into the scope of data collection and how the information is used or
stored. The expansion of data mining and function creep are real threats to privacy and
civil liberties. How far should a society go in the name of security?, or better phrased,
does large-scale data mining that invades the privacy of millions and possibly even
society as a whole balance the risks to civil liberties given the unknown effectiveness of
the programs?
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b. Private sector espionage
Private companies for years have been collecting consumer data in order to create
individual profiles used in customizing and targeting advertising or product offerings.
Such information as tax rolls, voting records, purchases, addresses, census data, and
marital status allow data aggregators to combine the individual bits of data and other
public records into comprehensive consumer profiles. It is common practice to buy and
sell this information for any number of commercial interests including advertising and
product promotions. Advances in data mining operations now allow analysts to a certain
degree of accuracy to predict future buying habits, a virtual goldmine for many
companies. But the extent that behavioral advertising impacts an individual's privacy is
unclear since the actions of many consumers are contradictory (on one hand, individuals
are concerned with privacy, but at the same time knowingly participate in activities that
are prejudicial to their privacy, e.g. the use of loyalty cards).

Moreover, individuals are voluntarily posting and publicizing a treasure trove of private
information on such websites as MySpace and Facebook effectively
corporations and anyone else a close and personal glimpse into their lives.

allowing
258

It is not

necessarily the act of publically posting private information that poses serious privacy
dangers, but it is unknown use of this data by third parties. At best, users of social
websites are likely ignorant to the privacy risks, or maybe do not care, but regardless,
companies should be forthcoming about the uses of personal information and allow the
users to make informed decisions.

The collection of information is not always at fault for privacy transgressions, but the
lack of adequate data protection is equally decisive. The Identity Theft Recourse Center
reported that in 2007 there were 446 data breaches affecting 127,725,343 individuals in

Facebook also has dubious ties to the Central Intelligence Agency. See Alan Sherry, But is CIA Spying
on Your Private Pages?, DAILY MAIL (LONDON), Jan. 18, 2008, § IRE, at 18.
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Facebook, for example, faced with consumer outcry, was forced to back off a plan to target
advertisements based on the information gleanedfroman individual's profile or purchases made. See
Louise Story & Brad Stone, Facebook Retreats on Online Tracking, N.Y. TIMES, Nov. 30, 2007, at CI.
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the U.S. alone.

Identity theft is a growing concern, especially as information and

commerce has become increasingly digitalized. The sheer volume of information
available and the lax data security requirements facilitate identity thieves, so much so that
the purchase price of full U.S. identities (including working credit card numbers, Social
Security number, address, date of birth, etc.) has bottomed out at two dollars apiece. EU
citizens should be pleased that their full identities sell for thirty dollars each, possibly
indicative of the much stronger data protection mandated in the European Union.
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But when the government uses private data collectors, privacy problems begin to
percolate into a much larger issue. The government use of commercial databases, for
example, is dubious since it could be construed as a way for the government to elude
privacy laws and legislatively imposed limits that are not applicable to private
companies. The U.S. Government Accountability Office (GAO) has recently criticized
the Transportation Security Administration (TSA) for just this scenario. A GAO report
has said that "the public was not made fully aware of, nor had the opportunity to
comment on, the TSA's use of personal information drawn from commercial sources to
test the aspects of the Secure Flight Program."

2 6 2

The further inability of the U.S.

Customs Border Protection Agency to protect air passenger privacy and comply with
U.S. privacy laws during the international prescreening process led the European Union
to question whether or nor the U.S. could adequately protect their citizens' personal data
in conformity with their data directives.
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When ChoicePoint, U.S. based data collection

firm, managed to (possibly illegally) obtain the entire list of Mexico's voters, Mexican
government

officials

were

outraged,

especially

after

the U.S. government

acknowledgment that they were using the data to trace Mexican citizens.
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Furthermore, dozens of intelligence organizations, known as "fusion centers," were
created in the U.S. after the 9/11 attacks that have broad access to commercial databases
ranging from cell phone records, car rental records, financial holdings, insurance claims,
and include one database which claims to have records on 98% of Americans. One
official associated with the fusion centers commented that "there is never enough
information when it comes to terrorism, that's what post-9/11 is all about." The
Electronic Privacy Information Center has uncovered agreements between the federal
government and the state governments exposing imposed restrictions to state open record
265

and privacy laws.

This comes along with a push within state legislatures to enact local

legislation specifically exempting the practices of fusion centers from complying with
certain privacy laws.

266

However, the secrecy and lack of accountability causes

government watchdog groups to question the handling of private information and call on
the legislature to regulate the new intelligence centers instead of allowing them carte
blanche in domestic espionage.
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Immediately following the 9/11 attacks the intelligence agencies stepped up their efforts
to recruit the private sector to share information. Some companies feared being
uncooperative and unpatriotic voluntarily and without question supplied vast amounts of
information to the government. In 2001 the Professional Association of Diving
Instructors handed over information on nearly every U.S. citizen who had learned to
SCUBA dive in the previous three years, almost two million people.

268

Also, many

travel-related companies supplied information, even though they were in violation of
their own privacy policies.

Only until recently have companies begun to question the

information requests.

See Memorandum of Understanding between the Federal Bureau of Investigation and the Virginia
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Companies are no longer blindly assuming the government has the right to information
on their clients, especially when the information is requested without a warrant. The use
of National Security Letters

has created an environment of mistrust because they allow

the government to secretly obtain any information without having to first obtain a
warrant. They are issued without judicial review and the only qualification is the "records
sought [be] relevant to an authorized investigation to protect against international
terrorism."
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Based on "national security" concerns the recipients of the letters are

threatened with prosecution if they publically to acknowledge they have received a letter
or attempt to challenge the legality of the searches.

272

Reports are now beginning to

surface about the improper and sometimes illegal use of these letters targeting people
with no ties to terrorism

273

causing privacy advocates to press for more transparency in

their use and to urge for a system of outside checks and balances.
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3. Privacy implications of mass surveillance
"As the government surveillance of citizens is made easier, the effect on political speech
and anonymity can become oppressive and stunting."

275

Many proponents of these new threats to privacy refute that they have "nothing to hide,"
therefore why should they worry if their personal e-mails, grocery purchases, or phone
calls are monitored. After all for the average person there is probably nothing too
scandalous in their information data for them to be concerned if somebody is watching.
But, more accurately the argument should say, "I don't care what happens, as long as it
does not happen to me." The "nothing to hide" argument is based on the myth that
privacy is solely about hiding a wrong, concealment, and secrecy.
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272
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Conceptually,

National Security Letters are codified under 18 U.S.C. § 2709 (2006).
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Other Misconceptions of Privacy, 44 SAN DIEGO

privacy encompasses much more than secrecy or surveillance. A previously unknown
disease found through DNA analysis or future behavioral patterns found through
predictive data mining are difficult to hide, since they are not known beforehand. Further,
law-abiding citizens using this argument would not want nude photographs taken of
them, nor would they give copies of their credit card statements to random strangers.
Plainly, the "nothing to hide" argument falls short.

Government surveillance needs to be transparent and regulated with appropriate oversight
to prevent totalitarian tendencies. Judicial and legislative approval of surveillance
activities is important and strong individual protections should be explicitly outlined with
a high degree of enforcement and accountability.

B. Tracking Technologies: Biometrics & RFJJDs
1. Biometric technologies, like the dataveillance technologies pose a serious threat to
privacy, particularity to the anonymous and autonomous freedom that individuals expect
as they live their daily lives. Advances in biometric technologies have blossomed in
recent years and while most have accepted and grown accustomed to some of the more
familiar forms of biometrics like fingerprint and voice recognition applications, there are
a number of less renowned applications that are currently being perfected that will
seriously affect autonomy. Of course, ultimately, biometrics can be an excellent tool to
increase convenience and security, but proper safeguards and limits will have to be
placed on the application of the technology to ensure that an individual's privacy will not
be unwittingly violated.

Certainly the introduction of subtle forms of biometric technology like fingerprint readers
to combat welfare fraud are sensible applications, but as civil libertarians note "function
creep" will incorporate new purposes of biometrics not originally accepted or intended.
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Social Security Numbers in the United States are a perfect example of function creep.
Originally the SSN was intended to only be an identifier for Social Security records, but

John D. Woodward, Jr., Biometrics: Identifying Law and Policy Concerns, in BIOMETRICS: PERSONAL
Jain, Ruud Bolle, & Sharath Pankanti eds., 2006).
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today its use by both private and public sector institutions is widespread. As function
creep occurs and governments find new and innovative uses for biometrics the
consequences will at minimum be reduced expectations of privacy and in the worst case
totalitarian-like surveillance and complete loss of autonomy. Whereas some see
biometrics as a way to positively identify people, questions remain to how effective it
will really be. Civil liberty groups in England are offering a £1,000 reward for the Prime
Minister's fingerprint in an effort to emphasize the insecurity of using such biometrics.
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The U.S. Federal Bureau of Investigation has recently released plans to create the world's
largest

biometric

characteristics.

279

databases

storing

information

about

individual's

physical

There are further initiatives to use biometric identifiers in passports,

driver's licenses, and other identification documents to aid law enforcement officials in
authenticating identity. Further uses of biometrics allow facial recognition software to
identify people through camera surveillance images. The 2001 Super Bowl was one of
the first public demonstrations of the technology. Law officials matched surveillance
camera footage of people entering the stadium to a database of known criminals. The
pervasiveness of surveillance camera systems and the equipment of facial recognition
software could pose serious losses to privacy as one's anonymity is violated.

It is technology like facial recognition that privacy advocates argue will be used by the
state to monitor and record an individual's actions and behavior. The very movements of
people could be tracked using this technology as camera surveillance systems are
increasingly utilizing facial recognition. The loss of anonymity could be chilling to rights
of free speech as people would be less likely to publically protest as abuse by
governments to track political dissidents is possible. Facial recognition is often criticized
because of it high failure rate to accurately identify people, but this is likely to change as
the software become more advanced causing the technology to become reliable.
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2. RFID Chips
Radio frequency identification

(RFID) is a new form of machine-to-machine

communication using a chip implanted in an item that broadcasts information to a reader
that then interprets the "chatter" into beneficial information. The use of RFID chips has
revolutionized the logistics industry and has created new, innovative, and efficient means
of inventory control and shipping of goods by tagging individual items and shipping
281

crates.

*

Until recently RFID technology was expensive, but with the drastic reduction in

price of the individual chips, they are increasingly appearing in a wide variety of
consumer goods. The chips range in style from passive, unpowered chips with a limited
broadcast signal to chips that are capable of two-way communication with a reader over
large distances.
The tracking capabilities of RFID chips are improving drastically and have primarily
been used for identifying and tracking animals and livestock,
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but in 2004 the U.S.

Food and Drug Administration approved an RFID enabled chip for human
implantation

raising fear and speculation from civil rights and privacy groups that

RFID chip use in humans could become a human bar code. Some religious groups are
even calling the chips the "mark of the beast."

The proponents of the chips claim that

the chips are safe and secure and could store important medical information that could be
used in emergency situations, but recent studies have shown the implanted chips have
caused cancer to develop in mice.

RFID technology is revolutionizing the retail inventory system allowing greater supply
chain efficiency and inventory control. The chips are being installed into a variety of
consumer goods that constantly emit their unique identifier. Some predict that RFID
chips will replace the bar code as the price of individual chips become more economical
281
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and fuel new convenience technologies, one day allowing a consumer to skip the check
out lines and instead walk through an RFID equipped reader that automatically scans all
of the groceries and processes payment by finding the RFID enabled credit card in the
consumers purse or wallet. The problem is that the chips broadcast a unique number that
by itself is not harmful, but combined with powerful databases that could connect the
number with the owner's identity at the point of sale or by other means could enable the
owner's movements to be tracked.

Governments are using RFID chips in identity documents to store such information as
biometrics. The data on the chips is rarely encrypted and with fairly unsophisticated and
publically available technology, an identify thief could "skim" a persons identity
documents and all of the information contained on them. The new passport card the U.S.
State Department is issuing to frequent travelers to and from Canada and Mexico at land
borders is touted as a new convenience technology, but these cards can be read wirelessly
from up to twenty feet away, raising concerns over the security of the information
contained on the cards.
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Location tracking devices like biometrics and RFID chips pose serious threats to privacy
and unforeseen negative social consequences. Some liken these technologies to
"geoslavery," or the use of location tracking devices resulting in "coercive control over
human movement and direction."

The restriction of freedom and movement caused by

these technologies is much like the restrictions placed on African slaves in the early 19

th

century. By 2015 it is estimated that over 13 trillion RFID chips will be in use and with
companies like IBM patenting RFID skimming systems to be installed in walls and
ceilings of public places it is clear that human tracking could soon become a reality.
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Totalitarian governments have long used surveillance and tracking as a means of social
control and suppressing political dissidents. If these tracking technologies seem far
fetched, one only has to look at the activities of the Chinese government. Since imperial
times China has kept detailed records on their citizens, but with the increased mobility
and urbanization of the Chinese countryside the Communist government is increasingly
turning to technology to keep track of individuals.

Shenzhen, China, with the help of

American-made surveillance technology, is issuing RFID enabled identification cards
that will contain a mass of personal information including work history, personal
reproductive history, education background, landlord telephone numbers, religion, police
records, and medical information. These cards will allegedly be used as part of a greater
surveillance and tracking system including 20,000 biometrically-enhanced surveillance
cameras.
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After the Tiananmen Square killings the U.S. government put export controls

on the transfer of crime control technologies to China and is contemplating expanding the
ban to sophisticated surveillance equipment.
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As U.S. Representative Edward Markey

notes, "it remains extremely important to have such controls in place so that our
country's exports do not enable governments abroad to repress the fundamental freedoms
that we cherish here at home."
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But this statement seems somewhat hypocritical and

arrogant — it is assumes that the government has completely altruistic motives and that
the citizens in U.S. need not worry about the domestic use of these technologies. Is it
acceptable for the U.S. government to repress fundamental freedoms with these
technologies, but not China?

D. Bioethics
Bioethics is generally defined as "the field that addresses the ethical problems posed by
modern medicine and biotechnology,"
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but in the contexts of privacy bioethics centers

around bodily integrity and leads to the question: should the human body be the ultimate
private space? This question will be especially significant in the coming years as new
technologies are refined and put into operation. The U.S. Transportation Security Agency
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is already using new "backscatter" X-ray machines in selected airports that are being
called a "virtual strip search" by some advocacy groups because the machines see
through people's clothing.

293

Of course, the machines do not pose privacy problems since

they are entirely voluntary - for now anyway. Unlocking the human genetic DNA
sequence is already well developed and privacy implications of the use of one's genetic
make-up are already extensively debated, but a relatively unknown aspect of privacy
rights, neuroprivacy,

is slowly gaining traction as brain reading and monitoring

technology is coming to light.

1. Cognitive Liberty
As developments in medical technologies advance, especially those involving the brain,
new privacy implications are arising in the area of cognitive liberty. Cognitive liberty is
generally defined as the right to freedom of thought.
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Historically, cognitive liberty has

been used to bolster arguments against the prohibition on drug use, but recent advances in
brain surveillance technologies have added neuroprivacy
liberty.
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to the ideals of cognitive

Advocates urge that the brain and one's thoughts are the ultimate private

spaces and that no one should be able to intrude, but what was once untouchable is now
accessible as new technologies are eroding the previously absolute privacy of one's mind.

Sound technologies utilizing inaudible hypersonic wavelengths have become reality.
Devices such as the Audio Spotlight and HyperSonic Sound (HSS) direct inaudible
sounds in a tightly focused beam to relay messages seemingly into a person's mind.
These devices are already being used in commercial applications to bombard consumers
with advertisements and to convey exhibit information at museums.
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The U.S. Defense

Department has adapted HSS to a "non-lethal" weapon that uses the sound waves to
debilitate people causing loss of equilibrium, vomiting, and headaches.

In Britain, an

"anti-teenager" sound device used to disperse crowds of teens called the "Mosquito" has
293
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been criticized as discriminating and violating the rights of children.

These sound

devices are not just ordinary acoustical speakers, they penetrate the mind with wave
energy that "operates directly on the auditory perceptive centers in the brain."
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The fear

is that this type of technology will lead to far worse intrusions into one's privacy as
access and manipulation of one's thoughts and cognitive states will become much more
invasive and commonplace.
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Technologies affecting cognitive liberty are not just limited to sound penetration. New
technologies currently being researched and in some cases adapted for commercial and
legal uses have the capacity to reveal certain mental acts like entertaining racist thoughts,
lying, or recognizing something.

Functional magnetic resonance imaging, or fMRI,

measures the blood flow from different parts of the brain and gives the reader a depiction
of what parts of the brain are active. For example, scientists can measure the brain's
reaction to seeing pictures of recognizable or non-recognizable places. There is further
speculation that with fMRI refinement scientists will be able to determine racial
prejudices by measuring brain activity by showing pictures of white and black people

302

and other researchers claim that they are able to use fMRI scanners to predict future
behavior in their test subjects.

The medical implications of this technology are plainly

beneficial, but some companies, like No Lie MRI, are marketing this technology as a
truth verification system.
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Another method, dubbed brain fingerprinting, uses an electroencephalogram to monitor
brain responses to selected stimuli by measuring brain wave activity from 300 to 800
milliseconds. Operators of brain fingerprinting devices can determine whether or not a
298
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person has specific information

and other potential applications of brain fingerprinting

could be to screen people for terrorist inclinations, possibly without their knowledge.
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The CIA, FBI, Department of Defense, and Secret Service have all expressed interest or
use in the technology, although they have noted that real-world applications are still not
quite practical - yet.

FMRI and brain fingerprinting are only the first step, the

technology will eventually improve with the scanners reducing in size, the images having
greater resolution, the software becoming more accurate, and the test becoming subtler
and more unobtrusive.

The U.S. Department of Homeland Security is reported to be in negotiations with a
Russian company to develop a software-based mind reading technology marketed under
the name of Semantic Stimuli Response Measurements Technology. The mind reading
system measures an individual's mental reaction and response to subliminal messages
and will soon be tested as a tool in airport screening.

Also, researchers at the

University of Buffalo are researching an automated system to monitor biometrics like
faces, voices, and other behavioral indicators to determine the likelihood that someone is
about to commit a terrorist act.
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One's mind is no longer safe from outside intrusion. With the further refinement and as
more applications are found for brain imaging and behavior prediction, serious legal
implications are evident and limits should be placed on the ability to intrude into the
solace of the brain. The U.S. Supreme Court has ruled that in some cases it is in the
State's interest to forcefully administer mind altering drugs so that a defendant can
participate in a trial.
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of thinking about committing a crime. And once at trial for committing a thought crime,
your brain could be used against you. But most importantly, intrusions into the mind
violate the sacredness of the human ego and autonomy. Do we want to live in society in
which even our thoughts are open to public scrutiny?
2. DNA
One of the more controversial uses of biometrics being employed is the use of DNA
identification. DNA is considered the most unique and ultimate identifier of a person, and
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no one except for identical twins share the same DNA sequence.

Forensic science has

benefited greatly from the use of DNA identification and it has become an important tool
to establish guilt or innocence in criminal investigations. The Human Genome Project has
advanced medical science greatly by discovering over 1,800 disease causing genes and
has fueled new products and live saving cures.
The collection and use of DNA in criminal cases has revolutionized forensic science. One
only has to watch the popular television show "CSI" or have followed the O.J. Simpson
trial to grasp the importance of DNA evidence within the criminal justice system. DNA
can definitively prove guilt and in many cases has proved to exonerate innocent people
previously convicted of a crime before the advent of the technology. As with any
evidence collected, there are procedures and limitations placed on the investigatory
bodies to safeguard Due Process claims and individual rights. The privacy implications
surrounding DNA collections revolve around these principles and what constitutes a
legitimate search and seizure. In the U.S. DNA evidence collection is murky, and the
practice of "surreptitious sampling," the covert collection of DNA samples, is common.
For example, the police secretly follow a suspect and wait until he discards a cigarette
butt or spits on the street, both actions leave behind a sample of DNA that is later used in
court. The Supreme Court has yet to decide on the limits on covert DNA collection, but
the Fourth Amendment implications are evident.

311

Anil Jain et al., Introduction to Biometrics, in BIOMETRICS: PERSONAL IDENTIFICATION IN NETWORKED
11 (Anil Jain et al. eds., 2006).
Susie Man, DNA Deoxyribonucleic Acid, the Blueprint of Life, TORONTO SUN, Oct. 10, 2007, at 30.

SOCIETY
312

70

At the heart of the issue is what constitutes a search and to what degree should DNA
evidence be allowed, but there are different ways to determine the issue. If the Katz
doctrine is followed then the reasonable expectation of privacy rule should be analyzed.
The court, applying this test, would have to determine whether or not a person has a
reasonable expectation of privacy when they shed some of their DNA, something not
easily prevented. The other possible scenario is the California v. Greenwood decision
which held that the Fourth Amendment does not apply to trash left on the curb. Under
this scenario, any DNA samples "found" in public settings are admissible, much like
"voluntarily" putting garbage out for collection. The problem with this scheme is that it is
virtually impossible to avoid leaving DNA in some form, whereas one has a choice in
garbage disposal.
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Compounding the DNA collection concerns is the emerging tendency to create databases
of DNA. The British were the first to implement a mandatory genetic database and
reserve the distinction of having the largest catalog of DNA in the world. In the U.K. the
police are able to collect and store DNA samples of anyone arrested, regardless of
conviction.
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The U.S. is not far behind Britain with its Combined DNA Identification

System (CODIS). Under the U.S. system each state has their own DNA collection
legislation, but the F.B.I, has developed a de facto national database that consolidates and
compares the data from all of the state and federal databases.
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Critics in Britain warn

that the DNA database is ripe for abuse, limit civil liberties, and could be discriminatory.
The British database contains 4.3 million profiles with a yearly growth rate of 500,000
samples, by next year it is estimated that 1.5 million samples will be from children.

It

has been further disclosed that over 150,000 people never convicted of a crime or
mistakenly arrested are in the database.
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And if national databases were not

controversial enough, the U.S. F.B.I, is pushing its "Server in the Sky" program to
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directly link the biometric databases of the U.S., the U.K., Canada, Australia, and New
Zealand into one giant international, global database.
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The U.S. Supreme Court denied certiorari in the case of United States v.

319

Kincade

which affirmed the state interest in mandatory DNA collection for certain criminal
offences. Circuit Judge Reinhardt in the dissenting opinion points out that the CODIS
could be expanded to unknown uses and is ripe for abuse. The list of offences qualifying
for DNA collection include many innocuous crimes such as "spray painting graffiti on a
32

government building or tearing apart a $ 1 bill in protest.. ." ° Reinhart's analysis of the
potential dangers posed by DNA databases is chilling:
The power to assemble a permanent national DNA database of all offenders who
have committed any of the crimes listed above has catastrophic potential. If
placed in the hands of an administration that chooses to "exalt order at the cost of
liberty," the database could be used to repress dissent or, quite literally, to
eliminate political opposition. Many of the qualifying offenses in the DNA Act
are crimes that involve conduct closely related to the exercise of First
Amendment rights to free speech and assembly, such as incitement, civil disorder,
and the various forms of "interference" crimes listed above. Other offenses are so
vaguely or broadly described that they cover almost any conduct that can be
described as unlawful. Even if the list of qualifying offenses in the DNA Act
remains static, future governments might use the Act's already wide reach to
monitor, intimidate, and incarcerate political opponents and disfavored
minorities.
321

CODIS was initially created to collect only information about convicted sex offenders,
but now that the system is in place there is a push to include other types of crimes.
Consequently, Judge Reinhardt's fears on the scope of DNA collection have recently
become true. The U.S. Government announced that it will now collect DNA information
from anyone arrested in connection with a federal crime, including immigrants detained
by federal authorities, regardless or innocence or guilt.
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Fears proliferate that DNA information could be used improperly. Indeed, DNA is more
than merely an intricate fingerprint, it contains very personal information on the genetic
make-up of a person. In countries like the U.S. where health care is not guaranteed many
are refusing to have DNA tests done for fear that their genetic information, especially
their predisposition to a disease, might hamper their ability to obtain health insurance in
the future, or possibly even employment.
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Genetic information could lead to

discrimination in other areas as well as scientists continue to isolate gene markers that
might indicate sexual orientation
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or even propensity to other types of socially deviant

behavior like criminal intent.
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V. Conclusion
Conceptually, privacy is an integral part of humanity. It forms the basis of interaction and
intimacy and gives people the autonomy to develop freely without the scrutiny of outside
interference. It is clear that the two main global privacy regimes, the U.S. and Europe,
both respect and value the ideal of privacy and seek to protect it by the bestowment of
legal rights through constitutional and statutory laws. But there is a constant uncertainty
to the degree society is willing to protect privacy, since its nature is particularly
ambiguous, relative, and sensitive to societal shifts and new technology. In the post-9/11
world of terrorism and security, privacy is once again at a crossroads and must be
recognized as a worthy societal aim, especially noting the importance placed on privacy
in free, democratic societies.

"Big Brother" as imaged by George Orwell symbolizes loss of individualism and privacy
through a centralized, systematic, and oppressive government power to monitor and
control society. Government surveillance is definitely a valid concern, but in some senses
Big Brother may be 'us' and not the government. In the world of hidden cameras, Trojan
horses and internet espionage, tabloid papers, loyalty cards and commercial data mining,
and many other forms of surveillance, the real dangers might not be just the government
or big business, but instead regular, ordinary people wielding simple devices powered by
the internet.

Greater protection of information privacy is paramount as the world settles into the
Information Age and beyond. There is an insatiable quest to know everything about
everyone empowered by an unprecedented access to information. With advancements in
genetic engineering and brain functions, a whole new field of intimate information about
people will soon be available.

Private sector reforms are needed in countries like the

United States to give a larger degree of control and consent of the individual over
collected personal information, and further distinction between public and private
information needs to be better defined to prevent misuse of data. The collectors of
information must invest the necessary infrastructure to safeguard and protect data from
325
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outside hacking and unauthorized access, but greater focus should be on creating
alternatives that collect and store less personal information. If the overall quantity of data
is reduced, then consequences of data breaches will prove to be less severe.
These new technologies are slowly evolving from the development stage to real-world
uses, and as this occurs, the privacy regimes will be forced to respond to their acceptable
uses. It is clear that both the U.S. and Europe have profound respect for privacy rights,
but how far will they be willing to go in the name of privacy?

In the current pro-security climate it is doubtful that the regimes will allow some privacy
to trump security concerns, but there is hope. After more than a decade of debate the U.S.
Senate recently passed the "Genetic Information Nondiscrimination Act" barring
employers and medical providers from discriminating against people based on genetic
predispositions,

greatly reducing the consequences of privacy invasions into someone's

genetic make-up. The European Commission continues to be proactive in its expansion
and interpretation of Europe's data directives. They are currently considering a proposal
to limit RFID u s e

327

and another to define and limit what individual information can be

collected in relation to one's internet searches.
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There are any number of proposed solutions to the privacy debate, but today's arguments
boil down to how much information should a third party know about an individual and
what is the societal tolerance level for giving up liberty for the sake of security.
Governments and other third parties ought to relinquish the notion that they should know
everything about everybody and be prepared to bear the costs of knowing less. James
Rule affirms that this will entail accepting that".. .privacy will often mean less efficiency
- less profit, less convenience, more institutional waste, and sometimes even less safety
and justice."

And as Benjamin Franklin once noted, "those who would give up

Essential Liberty to purchase a little Temporary Safety, deserve neither Liberty nor
Sean Lengell, Senate pre-empts DNA-profile Bias; Bill to Protect Job, Health Care, WASH. TIMES,
April 25, 2008, at A3.
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Safety." This idea brings the privacy-security debate into focus and begs the question to
what degree should relinquishing privacy rights be degraded to increase being secure? A
balance must be found.
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